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Optimal sensor placement for event detection and source
identiﬁcation in water distribution networks
Shuming Liu and Pierre Auckenthaler

ABSTRACT
This study focuses on the optimization of sensor placement with respect to the source identiﬁcation
and event detection. A multi-objective algorithm is used to solve the optimization problem. The
numbers of possible source nodes for contamination events associated with the solutions on the
Pareto fronts from the proposed method and benchmark method are calculated under the same
conﬁguration and compared. The comparison showed that the proposed method performs better
than the benchmark method in detecting a contamination event and identifying its possible source.
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INTRODUCTION
Accidental contamination or malicious attack on a water

). It also attracted much interest and several methods

distribution network can have severe effects on the health

have been developed to solve it, especially in recent

of the population relying on this water source. These

BWSNs. For example, Cristo & Leopardi () formulated

events can potentially be detected by a network of online

it as an optimization problem, linearized using the water

sensors. In order to reduce the exposure to contaminated

fraction matrix concept. Liu et al. () solved this problem

water, it is important to design a methodology to efﬁciently

using an adaptive dynamic optimization technique. Wang &

place the sensors (Ostfeld et al. ). Once a contamination

Harrison (, ) applied Bayesian analysis to solve the

event is detected, the next important step is to identify the

source identiﬁcation problem, especially in the condition

source of this event.

of stochastic variation of water demand. Shen & McBean

The sensor placement problem is concerned with locating an array of sensors in a network capable of detecting the

() investigated the false negative/positive issues in contaminant source identiﬁcation.

presence of a contaminant if an event occurs. Since the ﬁrst

Generally, these two problems were solved separately.

article by Lee & Deininger (), the sensor placement pro-

Only a few researchers have attempted to investigate them

blem sparked signiﬁcant research, most notably, leading to

jointly. In 2006, Preis & Ostfeld observed this dependency

the Battle of the Water Sensor Networks (BWSNs) (Ostfeld

and proposed a method to optimize the sensor layout with

et al. ). Due to its complexity, it is often treated as a

respect to source identiﬁcation (Preis & Ostfeld ).

multi-objective optimization problem. Optimization criteria

More recently, Tryby et al. () represented the water dis-

may include population exposed, time to detection,

tribution system as a linear system and optimized the

volume of contaminated water consumed, number of

positions of the sensors in order to improve the conditioning

failed detections, and length of pipe contaminated (Berry

of the matrix. This paper presents a new method to focus on

et al. ). These objectives are mostly related to the sen-

the optimization of sensor placement with respect to source

sor’s ability in event detection.

identiﬁcation and event detection. The proposed method uti-

The source identiﬁcation problem is concerned with
identifying the contaminant source location (Tryby et al.
doi: 10.2166/aqua.2013.106
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lizes different objectives compared with conventional
methods.
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alarm threshold. The values of Δ adopted are 10% and

METHODOLOGY

þ10%.
Ideally, all concentration values from all nodes at every

Nodal demand uncertainty

time step, for all simulations, should be recorded. HowIn the operation of a network, uncertainties might come

ever, such records would lead to a large amount of data,

from nodal demand, sudden loss of electricity, etc. For sim-

much too large to be used efﬁciently, even for small net-

pliﬁcation, only the nodal demand uncertainty is considered

works (Krause et al. ). Instead, it can record the

in this research, which is realized by multiplying the base

time of ﬁrst detection of the simulated event by each

demand with a random demand multiplier. A truncated

node to reduce computing load (Krause et al. ),

Gaussian probability function (PDF) is employed to gener-

which is the principle used in this research. The time at

ate the random demand multiplier (Babayan et al. ).

which a sensor s (at node s) detects the event e under

This is expressed as:

the nodal demand conﬁguration i is called the detection
time t(e, s, i). t(e, s, i). is calculated to be the shortest

2
1
2
pdf ¼ pﬃﬃﬃﬃﬃﬃ exp((xE) =2σ ) x  1
σ 2π

(1)

travel time of water parcels from the contamination event
node to the sensor node, which is used as an indicator to
identify the contamination source of event e for sensor at

where E and σ are given mean and standard deviation. In

node s. In addition, the interval of detection time is

this research, the values of σ are 0, 0.1 and 0.2, and E ¼ 0.

denoted [Tmin (e, s); Tmax (e, s)], in which Tmin (e, s) ¼

The random nodal demand is calculated as:

min t(e, s, i) Tmax (e, s) ¼ max t(e, s, i). In the case where
the contaminant concentration is lower than the sensor’s

w(k, j) ! wb (k, j)  M(k, j)

(2)

alarm threshold, it is considered ‘non-detection’. If the
event goes undetected during the whole simulation, it is

where w(k, j) is the demand at network junction k at time

deﬁned as t(e, s, i) ¼ 1.

step j, wb(k, j) is the base demand at network junction k at
time step j, M(k, j) is the demand multiplier at network junc-

Optimization

tion k at time step j.
The sensor placement problem is conﬁgured to be a multiSimulation of contamination data

objective optimization problem. The objectives are to (1)
maximize the probability of detection and (2) minimize

Features of contamination events, including contaminant

the overlay of interval of detection time. To solve the optim-

type, duration, contaminant magnitude and starting time,

ization problem, a NSGA-II method is employed. NSGA-II

may have impacts on source identiﬁcation. For simpliﬁca-

is an algorithm proposed by Deb et al. (), which has

tion, it is assumed that the contamination is a single

been broadly used in water distribution area (Preis & Ost-

conservative injection event with speciﬁed unit duration

feld ; Liu et al. ).

and could happen at any point of the discretized timeline
in the ﬁrst 12 hours. Such an event is noted e and the

First objective: maximize the probability of detection

set of all possible events is noted E. The type of sensors
considered is with an alarm threshold d. If the indicator

The ﬁrst objective is to maximize the probability of detec-

concentration (for example, dissolvedoxygen) is below d,

tion, which is deﬁned as the ratio of detected events

no alarm will be triggered. If the concentration goes

relative to all simulated events:

above d, the sensor immediately reports an abnormal situation.

The

impact

of

alarm

threshold

on

model

performance is examined by adding a shift Δ to the original
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fitness1 ¼

number of detected events
total number of events

(3)
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A greater value of ﬁtness1 suggests an event e can be

Second objective: minimize the overlay of interval of
detection time

detected with high probability, while a greater value of ﬁtness
means a higher overlay of detection time and lower accuracy of

A single event will give a deterministic value of the detection

source identiﬁcation. In the case of non-detection, a large

time for a sensor. In this case, it is possible to distinguish two

number, for example 1010 in this research, is set to ﬁtness2 as

events by comparing the detection times. In the case where

a penalty.

the detection times are identical, the two events can be distinguished by further comparing the sensor measurements.
In the situation of detection, times and sensor measurements are both identical, the two events are the same from
the sensor’s point of view and will not be distinguished.
This simple dichotomy disappears when nodal demand
uncertainties are considered, because the detection time of
an event by a sensor becomes a set of possible times. The
set of possible detection times of two events can be identical,
completely different or partially overlapped. The partial overlap means that under some nodal demand conﬁgurations, the
two events can be distinguished by the sensors. While under
other nodal demand conﬁgurations, they cannot be distinguished. Therefore, the second objective is to minimize the
overlap of internal of detection time. A value v(s, e1, e2) is

Comparison benchmark
For comparison, another set of solutions is yielded
through optimization with respect to probability of detection (the ﬁrst objective deﬁned above) and time to
detection (objective used in conventional methods).
Time to detection is deﬁned as the value of the difference
between the contamination time (Tevent) and the median
value of the detection interval for the ﬁrst sensor to
detect the event. Small ﬁtness values suggest small detection times:
fitness3 (S) ¼ min

X

(Tmin þ 0:5(Tmax  Tmin )  Tevent )

(7)

ﬁrst calculated, corresponding to the ability for a single
Therefore, the benchmark optimal sensor placement

sensor s to distinguish between two events e1 and e2:
v(s, e1 , e2 ) ¼



1 overlap overlap
þ
2
l1
l2

l1 ¼ Tmax (e1 , s)  Tmin (e1 , s)
l2 ¼ Tmax (e2 , s)  Tmin (e2 , s)

problem has two objectives: maximization of detection
probability and minimization of detection time.
(4)

These two multi-optimization problems share one same
objective. However, the second objective is different. To
facilitate the comparison, after the optimization problem
is solved, the numbers of possible source nodes for con-

where l1 and l2 are the length of the interval of detection time
for the ﬁrst and second event, l1 ≠ 0, l2 ≠ 0, Tmax > 0, Tmin > 0,

tamination events associated with the solutions on the
Pareto fronts from both methods are calculated under the

overlap is the length of the overlap between the interval of

same conﬁguration as the one used in the optimization

detection time.

processes.

The value attributed to a single sensor can be extended to a
set of sensors by taking the minimum value from each sensor:
Source identiﬁcation
v(S, e1 , e2 ) ¼ min v(s, e1 , e2 )
s∈S

(5)
At time t, if sensor s1 is triggered off and sensor s2 is not,

By summary, the optimization problem for optimal sensor
placement is formulated as follows:

and 0 < Tmin(ex, s2)  Tmax(ex, s2)  Tmin(ex, s1), node x is
excluded from the potential contamination source. Otherwise, x is a possible contamination source. At time t þ t0 ,

number of detected events
total
number of events
XX
Minimize fitness2 (S) ¼
v(S, e1 , e2 )

if sensor s2 is triggered off and 0 < Tmin(ex, s2)  Tmax(ex,

Maximize fitness1 ¼

(e1 ≠ e2 ;

e1 , e2 ∈ E)
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s2)  t0 , node x is excluded from the potential contamination source. Otherwise, x is a possible contamination
(6)

source.
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CASE STUDY

RESULTS

The methodology discussed above was implemented using

Figure 1 presents the Pareto fronts obtained using the pro-

Matlab. The hydraulic and water quality simulations were

posed method. It reveals that nodal demand uncertainty

performed using the EPANET Program’s toolkit (Rossman

does not affect detection probability signiﬁcantly. However,

). Example network Net 3 from EPANET was utilized

for a given number of sensors, with increasing of uncer-

to demonstrate the proposed method. For simpliﬁcation, a

tainty, for the same detection probability, the identiﬁcation

base demand pattern is applied to all nodes.

ﬁtness increases, which suggests a decrease of accuracy of

Simulations were carried out with different levels of

source identiﬁcation. Meanwhile, as shown in Figure 2,

uncertainties of the nodal demand (σ: 0, 0.1 and 0.2) and

when the alarm threshold decreases, the detection prob-

alarm threshold (Δ: 10%, 0%, þ10%). For each level of

ability and the overlay of interval of detection time

uncertainties, the optimization process was conducted for

increase, which means a contamination event can be

three, six and 12 sensors, respectively. The injection dur-

easier to be detected, but with lower identiﬁcation accuracy.

ation is set to 1 minute. The nodal demand w is

In contrast, for a greater alarm threshold value, a contami-

calculated using Equation (2). Based on the initial calcu-

nation event can be more difﬁcult to be detected, but with

lation of the ﬂow velocity, water quality simulation length

higher identiﬁcation accuracy. These two ﬁndings suggest

was set to 24 hours to ensure all contaminant is spread

the proposed method is sensitive to nodal demand and

over the whole network.

alarm threshold.

Figure 1

|

Pareto front from the proposed method (nodal demand).

Figure 2

|

Pareto front from the proposed method (alarm threshold).
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The possible source nodes for contamination events

Figure 4 presents the Pareto front obtained with six

associated with the solutions on the Pareto fronts from the

sensors, as well as the explicit placement of the sensors

proposed and benchmark methods are calculated and pre-

for four different sensors sets. The solutions present a gra-

sented in Figure 3. Generally, for the same number of

dual evolution going from the most compact sensor

possible contamination sources, the results of the proposed

placement (Figure 4(a)), giving a better identiﬁcation accu-

method show higher detection probability than the one from

racy with low detection probability, to the most scattered

the benchmark method. Meanwhile, for a given contami-

one, giving a worse identiﬁcation accuracy with high

nation event, the proposed method reports a lower

detection probability (Figure 4(d)). A compact sensor pla-

number of possible contamination sources than the bench-

cement can identify more accurately the source of a

mark method with the same detection probability. This

contamination event but will miss many events. On the

suggests that the proposed method performs better than

contrary, a well spread out sensor network can detect an

the benchmark method in event detection and source

event with higher probability, while accuracy of source

identiﬁcation.

identiﬁcation is low.

Figure 3

|

Possible contamination sources from proposed method and benchmark method.
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well spread out sensor network can detect an event
with higher probability, while accuracy of source identiﬁcation is low.
4. Many factors may have impacts on the model’s performance. This research only simply examined nodal demand
and alarm threshold. The impact of the proﬁle of contamination event on method performance, including
injection duration and contaminant magnitude, etc.,
and the use of detection time and sensor measurement
to differentiate events should be investigated in future
research.
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