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Failure Experience Improvement System (FEIS)
for water supply systems

Aditya Lukas, Ernest Mayr, Max Ruhri, Harald Katzmair
and Reinhard Perfler

ABSTRACT

The Failure Experience Improvement System (FEIS) is a software tool that was developed in order to
contribute to a minimization of hazardous events and failures within water supply systems and thus
to achieve increased water safety. Based on the analysis of failure systems by applying Social
Network Analysis (SNA) to the water supply infrastructure, the FEIS enables water utilities to identify
causes and effects of failure events and to locate vulnerable points in their infrastructure. Failure
events and the relations between them are the basis for the FEIS database. This database draws
upon information on failure events which have occurred in practice at water utilities in Austria and on
a literature review and survey of guidelines. The FEIS, which is accessed online, is currently used by
six Austrian water utilities for development and test purposes. It provides both graphical visualization
of the failure network and analytical indicators to evaluate failure events. In this way, it supports the
utilities in identifying corrective actions in order to minimize the probability of failure occurrence and
to limit the damage to the system once a failure has occurred.
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INTRODUCTION

Water supply systems are essential for the functioning of a
society and economy and are thus regarded as critical infra-
structure (USA Patriot Act 2001; Commission for the
European Communities 2005). Concepts of total quality
management and risk assessment are therefore increasingly
being used to assure safe drinking water. The World Health
Organization (WHO) stresses the importance of the Water
Safety Plan (WSP) concept, which aims at ensuring the
safety of drinking water through the use of comprehensive
risk identification, assessment and management (WHO
20006; Bartram et al. 2009). Various approaches have been
developed to apply vulnerability and risk assessment to
water supply systems and to implement the WSP approach:
Jayaratne (2008) and Mélzer et al. (2010), for example,
describe the implementation of the WSP using a semi-
quantitative matrix for risk assessment as suggested by
the WHO. Wienand et al. (2009) used Geographical Infor-
mation Systems (GIS) to support semi-quantitative risk
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assessment in the catchment area. Miller et al. (2005) pro-
vide a review of different catchment risk assessment
approaches. Sadiq ef al. (2004) present a fuzzy-based meth-
odology to analyse risks associated with water quality.
(QMRA) is
described by Smeets et al. (2010) and Medema & Smeets

Quantitative Microbial Risk Assessment
(2009). The development and application of methods to pre-
dict pipe failure rates and to assess the reliability of pipes has
been described in a number of publications (for example,
Watson et al. 2004; Almoussawi & Christian 2005; Berardi
et al. 2008; Tabesh et al. 2009). Mays (2004) gives an over-
view of methods for vulnerability assessment for drinking
water systems used in the USA.

Failures in water supply systems can have dramatic con-
sequences for the supplied population, farming and industrial
processes. Generally, the term failure refers to the condition
of not meeting an intended objective. In the case of water
supply, the general objective is to provide continuously an
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adequate quantity of high-quality water in a sustainable
manner. The term failure in the context of this work therefore
includes all events that can lead to the condition of not meet-
ing this objective. Such failures include events that
immediately affect water supply, such as pipe or pump fail-
ures and the introduction of contaminants into the
network, but also actions with indirect or long-term effects
on the water supply system, such as insufficient expenditure
for mains rehabilitation. In this case, for example, a failure
can be defined as the failure to comply with the expenditure
level determined by the rehabilitation strategy. Failures in
water supply systems often have similar root causes and
show similar failure propagation, which can be generalized
and corrected. Therefore, there is a high potential to prevent
failures in networked infrastructures by failure analysis and
by sharing failure experiences with others. The Failure
Experience Improvement System (FEIS), which was funded
by the Austrian programme for security research, aims to
make use of this potential for the water supply sector. This
use is achieved by systematic collection of failure causes
and their effects in a database, analysis of the resulting failure
network and visualization of failure propagation using Social
Network Analysis (SNA). Based on the analysis of the failure
network in the water supply infrastructure, causal inter-
relationships can be identified and vulnerable points in the
system can be localized. Thus, the FEIS supports risk man-
agement by enabling water utilities to identify and assess
potential failure events in their water supply system. Conse-
quently, corrective actions can be introduced in order to
minimize both the probability of failure occurrence and the
damage to the system once a failure has occurred. A perma-
nent minimization of failures and hazards within the water
supply system results in increased water safety and contrib-
utes to uninterrupted service and crisis prevention.

Failure reporting systems and SNA

The FEIS draws upon two existing concepts: failure report-
ing systems and SNA. Failure reporting systems have for
the first time been used in the aviation industry and were
transferred to other industries, such as petrochemical pro-
cessing, steel production, military operation and
healthcare. These so-called Incident Reporting Systems
(IRS), which are voluntary and nonpunitive, have been
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shown to produce large amounts of essential process infor-
mation unobtainable by other means (Barach & Small
2000). Nowadays, more and more safety strategies from
industry and especially from aviation are being implemented
into healthcare, with anaesthesia being the first profession in
healthcare to introduce IRS (Thomeczek & Ollenschldger
2006; Rooksby et al. 2007). Consequently, the WHO (2005)
published draft guidelines for Adverse Event Reporting
and Learning Systems, which aim at gaining information
by generalizing and analysing similar cases from other insti-
tutions. In this way, failure reporting systems support the
identification of hazards and risks and provide important
information that helps to prevent future failures. Rahman
et al. (2009), for example, used public failure reports to ident-
ify failure sources and to investigate failure patterns in
information and communication technology infrastructure.

SNA, on the other hand, is a set of methods that have
been developed to investigate the relational aspects of
social structures. The pioneers of SNA came from sociology
and social psychology and anthropology. Basically, social
network data consist of measurements on a variety of
relations for one or more sets of actors. In the graph
theory literature, actors are frequently referred to as nodes
which are joined by lines (Scott 1994; Wasserman 1994).
Accordingly, a graph comprises a set of nodes N={n;,
Mo, ..., gy and a set of lines L={ly, I, ..., [1}. In addition,
values can be added to lines in order to represent the
strength or intensity of a relation between two nodes. A
valued graph therefore consists of three sets of information:
a set of Nodes N, a set of Lines L and a set of Values V ={v;,
vy, ..., v} attached to the lines. Figure 1 shows an example
of an unvalued directed graph. These data can also be rep-
resented in a two-way matrix of the size gx g. The entry x;
of the matrix equals 1 if node #; is incident to node 7;, and
0 otherwise (see Table 1). For a valued graph, the elements
of the matrix represent the values of the lines between the

liz =< ny, np>
|23 = < ny, nz>
liz=<ny, nz>

l34 = < N3, N>

Figure 1 | Example of an unvalued directed graph.
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nodes n; and ;. A detailed introduction to SNA, including
notation, graph theory and matrix operations, is provided
by Wasserman (1994).

To the knowledge of the authors, SNA has not pre-
viously been applied to investigate failure propagation in
water supply systems. A similar approach, the Fault Tree
Analysis (FTA), has been used to model risks in drinking
water supply (Ezell et al. 2000a, b; Risebro et al. 2007,
Rosén et al. 2010). A fault tree represents interactions
between different events and shows how the events may
lead to system failure. In contrast to SNA, however, FTA
is a quantitative approach and requires probabilities for
each event causing a failure.

DATABASE DESIGN AND DATA COLLECTION

The FEIS is based on network analysis of failure propagation.
The underlying database of the FEIS basically consists of
relations between causes of failures and their effects in a
water supply system. Since the effect of a failure can in turn
be the cause of another failure, effect and failure are both
referred to as an event. Failure events in the database are rep-
resented as nodes; the relations between the events as
directed lines (arcs) pointing from one node to another.
Moreover, lines between nodes are assigned the values:
(i) time lag; and (ii) impact. The property time lag characterizes
the interval of time between a cause and its effect whereas
the property impact describes the severity of the effect.

Collection of failure events and relations

To populate the database with cross-linked failure events two
methods were applied. First, a literature review and a survey
of guidelines were carried out to collect data on possible fail-
ure events. Guidelines and standards usually describe an

Table 1 | Matrix representing the graph of Figure 1

n, n, n; n,
ny - 1 1

no 0 - 1

ns 0 - 1

Ny 0 0 -
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ideal state of technical infrastructure and operating pro-
cedures. They were therefore used to identify discrepancies
from these ideal conditions as potential failure events.
Second, data on failures that have occurred in practice
were collected from six water utilities using electronic ques-
tionnaires. In addition to failures that have actually
occurred, so-called ‘near miss’ events were also included in
the data collection. A ‘near miss’ event is defined as a serious
error that has the potential to cause a failure event but fails to
do so because of chance or because it is intercepted (WHO
2005). The project was carried out in cooperation with six
water utilities (which supply a total of about 500,000
people) with different supply structures in order to receive a
great variety of possible failure events. The collected events
were described in short and categorized according to a hier-
archical three-part schema: (i) category (‘where in the system
did the failure event occur’); (ii) system element (‘what was
affected’); and (iii) failure event (‘what happened’). Figure 2
provides an overview of the categories and shows an example
of the categorization of a failure event.

After categorization of the collected data, the failure
events were cross-linked and visualized using Pajek, a soft-
ware for performing network analysis (Nooy et al. 2005).
During the review of this network, relations were added
and adjusted and the properties time lag (see Table 2)
and impact (see Table 3) were determined for each relation
based on the nature of the failure events. For the data col-
lection in the FEIS, the time lag has been defined in rough
classes (hours, days, weeks, months). Although it can some-
times be difficult to determine the time lag in cases where
the awareness time is quite long (for example, minor pipe
breaks, which lead to progressive deterioration of backfill
and bedding of pipes), this classification of the time lag
should be adequate for the collective database of the
FEIS in order to allow some sort of distinction between
fast and slow propagating cause-effect chains.

In this manner, a total of about 1,200 event relations were
collected and a failure network was established. The resulting
network consists of directed graphs; their direction equals
the direction of failure propagation, which is in the majority
of cases the flow direction of the water through the water
supply system. Nodes in the periphery of the network rep-
resent events that occur in the beginning of the water
supply process (for example, in the groundwater protection
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(i) Category | | (ii) System element | | (i) Failure event

Administration

Monitering

Staff

Organization
External influences

Construction activity

Expenditures

Spring collection chamber

Spring collection area Water quality | | Microbiological contamination I

Water abstraction -
Abstraction area

Well

Membrane systems

Filtration

Fe and Mn removal

pH adjustment

Woater treatment . N
UV disinfection

Chlorine disinfection

Operation

Aeration

Transmission pipes

Distribution pipes

Manhole

Water distribution Hydrant

Service connection

Booster station

Service reservoir

Figure 2 | Overview of the categories used in the FEIS database. Each of the categories belongs to one of the system sections: organization, water abstraction, water treatment or water
distribution. The given failure event occurs in the spring collection area (‘where in the system did the failure event occur’). The affected system element is the water quality
(‘what was affected’), which is impaired by microbiological contamination (‘what happened’).

Table 2 | Time lag zones). Nodes located in the centre of the network are events

that occur in the end of the water supply process (for
Time lag Description . . .

example, on service connections). Both peripheral and cen-
Instantaneous Within hours or shorter tral nodes can be connected to networks outside of the
Short term Within days water supply process. Thus, peripheral nodes can have exter-
Medium term Within weeks nal causes (for example, vandalism or natural hazards)
Long term Within months or longer  (horeqg central nodes can have external consequences (for

example, illness of water users or damage to roads caused
by water leaks).

Table 3 | Impact

ANALYSIS OF FAILURE PROPAGATION AND

Impact Probability that the event n; causes the consequence n;

VISUALIZATION WITH THE FEIS
Weak [0-0.25]
Moderate [025-0.50] The features and the user interface of the FEIS tool were dis-
Strong [0.50-0.75] cussed and developed in workshops together with the
Very strong [0.75-1]

cooperating water utilities. The software tool is accessed
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online by the water utilities and offers both graphical visual-
ization of the failure network (cause-effect chains) and
analytical indicators to evaluate failure events.

Analytical indicators are given for each event. At the
time of writing, the indicators are calculated based on
the failure network described by the matrix X without the
values impact and time lag. As shown in the introduction,
the entries x;; of X

X11 X12 ... Xig
X = 21 22 28 (1)
Xg1 Xg2 ... Xgg

therefore equal either 1 or 0. On the one hand, the indicator
‘dependence’ (indegree of a node) shows how dependent a
specific event is on upstream events. On the other hand, the
indicator ‘influence’ (outdegree of a node) shows how
strongly a specific event influences downstream events
(Wasserman 1994). Moreover, these indicators are calculated
for both the one-step neighbourhood (Direct Influence DI or
Direct Dependence DD) and the 10-step neighbourhood
(System Influence SI or System Dependence SD). In this
way, it is possible to distinguish between events that are
interlinked in long chains (and thus important for the whole
system) and events that have only short cause-effect chains.
The longest path length in the current FEIS database is 18
steps; the average path length is 4.7 steps. The chosen
10-step neighbourhood therefore equals approximately
twice the average path length and provides robust results.
As the occurrence of longer paths decreases exponentially
with the path length, the calculation of the indicators for
larger neighbourhoods would result only in marginal
differences.

An event with a high DI has an effect on many sub-
sequent events. Thus, a node from which many arcs
originate has a higher DI than a node with few originating
arcs. The calculation only takes the one-step neighbourhood
into account. Therefore, events with a high DI pose great
risks for their direct neighbourhood, but not necessarily
for the overall system. For calculation of the DI, the
number of arcs originating from a node is determined:

DI(n;) = ixij 2)
=1
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where x;; is an element of the matrix X and g is the size of
the square matrix X.

The DD is the reverse of the DI. An event with a high DD
is caused by many events. Thus, a node to which many arcs
point has a higher DD than a node which is a receiver of
only a few arcs. Failure events with a high DD easily occur
if the direct neighbourhood of the node does not function cor-
rectly. The DD of a node is given by:

g

DD(HI) = in/‘ (3)
=1

For example, the DI of the node 7, in Figure 1 is calcu-

lated as the sum over the first row of the 4-by-4 matrix X
given in Table 1:

0110
0 010
X=1o 00 1 4)
0 0 0O
DI(nl):xn+x12+x13+x14:0+1+1+0:2 (5)

and the DD of the node ny4 is calculated as the sum over the
fourth column of the matrix X:

DD(n4) = %14 + %24 + X34 + %44 =0+0+1+0=1 (6)

In contrast to the DI, which only takes the one-step
neighbourhood into account, the calculation of the SI
includes the 10-step neighbourhood of the failure network.
Failure events with a high SI provoke events which in turn
have many consequences. If an event with a high SI
occurs, it is likely that the consequences affect large sections
of the water supply system. For example, the contamination
of a well has a higher SI than the contamination that occurs
at a single service connection. In order to calculate the SI,
paths of length between one and 10 steps have to be con-
sidered. The entries of the matrix X* give the number of
paths of length k between each pair of nodes. Using the
rules for matrix multiplication, the element x2) of X2 is
calculated as:

g
x$121’21 = ani * Xim (7)
i=1
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where x,,; and x;,, are elements of the matrix X and g is the
size of the square matrix X.

According to the Einstein sum convention, an index
variable appearing twice implies that one sums over all of
its possible values (Ehlotzky 2007). Using this convention,
the above equation can be written without the summation
operator:

Xy = X * K 8)
Similarly, the element x> of X is:

3 2

X = X Kot = X - X - Kot 9)

where x,,;, X;, and x,,; are elements of the matrix X.
Therefore, the element xl(ik> of X* can be calculated as:

k

k
ng/‘) =Xit " Xip - X = - - - Xgj (10)

where X1, X1, Xz, ... Xgj are elements of the matrix X and &
is the path length.

In order to obtain the SI of a node, the sum over the
rows of each matrix X* has to be calculated:

%) (11)

10 g
7
=1

Sl(n;) =
k=1
where x;; is an element of the matrix X, g is the size of the
square matrix X and k is the path length.
The SD is the reverse of the SI. Failure events with a
high SD are caused by events which have in turn many
causes. These events are likely to occur more often. The

SD of a node is given by:

k
xgj ) (12)

SD() =)

10 g
k=1 i=1
For example, the SI of the node 7; in Figure 1 is calcu-
lated as the sum over the first row of each matrix X*. The
elements xf]k ) of the matrices X* can be calculated according
to Equation (10). The element x(lzs) of the matrix X2, for
instance, is:
x%) = X11 - %13 + X12 - X23 + X13 - X33 + X14 - X43
=0-1+41-1+1-0+0-0=1 (13)
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where x; are the elements of the matrix X given in
Equation (4).

In this example, the maximum path length is 3. There-
fore, the elements of matrices X* with & > 3 will be 0. The
matrices X? and X° are:

0011
0001

XZ:oooo (14)
(0 0 0 0]
0 0 0 17
0000

stoooo (15)
(0 0 0 0]

and the SI of the node #; is given by:

SI(TZI) = (xll + X12 +X13 +x14) + (x(lzl) +x(122) +x§23) + xﬁ))

3 3 3 3
+ (x(n) + x(lz) + x(IS) + x§4)) (16)

SI(m)=(0+1+14+0)+0+0+1+1)+(0+0+0+1)
=5 (17)

Similarly, the SD of the node n, in Figure 1 is
calculated as the sum over the fourth column of each
matrix X*:

2 2 2 2
SD(114) = (X14 + X4 + X354 +Xa4) + (x5 + x50 + x50 +x47)

3 3 3 3
+ () +al) ) +xl) (18)

SD(ng) = (0+04+1+0)+(1+14+0+0)+(1+0+0+0)
—4 (19)

The indicators are normalized and mapped as values
between 0 and 1. The risk catalogue allows events to be
ranked in order of importance according to these indicators
and shows high-consequence or high-dependence events. By
these means, one can determine how critical an event is in
comparison to others and centres of failure-clusters in the
system can be localized. Measures at these nodes can elim-
inate a high failure potential and therefore minimize the
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probability of failure occurrence. After the next software
update, the indicators will be calculated using the impact
value to weight the strength of the relations. Thus, the
elements x;; of the matrix X will be weighted using data on
the impact as given in Table 3. As a result, the matrix X,
which is currently a binary matrix, will contain different
entries x; depending on the impact. This way, the quantifi-
cation of the indicators will better reflect different
probabilities. However, at the time of writing, it is still
unclear how the time lag can be included in the calculation
in a meaningful way. On the one hand, a failure event that
comes into effect after a long delay after being triggered
gives the water utility more time to respond to the hazard.
On the other hand, it can be more difficult to identify the
root cause of such a failure.

The graphical features of the FEIS include (i) visualiza-
tion relating to a single event and (ii) visualization for a

Abstraction area
Groundwater

~
_Abstraction area

] <41/
Wellhead protection are'a, I

whole category. In the first case, a single event is selected
through the hierarchical three-part schema or a keyword
search. The cause-effect chains for the selected event can
be visualized for the one-, two- or three-step neighbourhood.
Relations between failure events that have occurred in prac-
tice are represented by arrows with solid lines, whereas arcs
connecting potential failure events from literature or guide-
lines are represented by arrows with dashed lines. The size
of the circles representing the nodes relates to the selected
indicator. Figures 3 and 4 show the three-step neighbour-
hood of the node ‘Spring collection area — Water quality -
Microbiological contamination’ for the indicators SI and
SD, respectively. The labelled nodes in Figure 3 represent
one of the causing failure chains originating from the cat-
egory ‘Abstraction area’. The origin of this chain, the node
‘Abstraction area — Wellhead protection area — Unregulated
land use’, is represented by a circle of greater diameter

i
-~ Ar_umal husban‘drx,/ ®
> 210
— - Fa
Abstraction area ~ / <
Wellhead protection area "A‘ /14
Unregulated land use
e — — = @ -0
Spring collection area
Water quality
./'Micrubiological contamination
/
/
®

Figure 3 | Visualization of the three-step neighbourhood of the node ‘Spring collection area — Water quality — Microbiological contamination’. The size of the circles relates to the

indicator SlI.
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compared to the other nodes, indicating its greater SI.
Figure 4, on the other hand, relates to the SD. The nodes
‘Service reservoir - Water quality - Microbiological con-
tamination’ and ‘Distribution pipes - Water quality -
Microbiological contamination’ have a particularly high
SD since they are triggered by numerous failure chains not
displayed in the three-step neighbourhood of the node
‘Spring collection area — Water quality — Microbiological
contamination’.

These visualizations support water utilities in identifying
possible causes and effects of failures. Figures 5-7 show an
example of the visualization process for some particular fail-
ure chains, starting at the failure event ‘Service connection -
Water quality - Not safe for drinking’. As shown in Figure 5,
there are two main upstream chains: ‘Microbiological con-
tamination’ and ‘Chemical contamination’. In order to
follow a particular failure chain, nodes of interest can be
set as new points of origin, for example the node ‘Service

reservoir - Water quality — Microbiological contamination’.
Figure 6 shows the three-step neighbourhood of the new
initial node, which has a variety of upstream nodes, includ-
ing the node ‘Service reservoir — Reservoir compartment —
Water condensation’. This node can in turn be set as new
point of origin, as shown in Figure 7. Accordingly, causes
of water condensation in the reservoir include insufficient
thermal insulation caused by erosion or poor design of the
reservoir.

The visualization for a whole category provides an over-
view of the cause-effect chains of the selected category.
Figure 8 shows the visualization of the category ‘Spring col-
lection area’ relating to the indicator SD. Peripheral nodes
with a high SD represent upstream connections to other cat-
egories (for example, ‘Abstraction area — Groundwater —
Microbiological contamination’), whereas peripheral nodes
with low SD represent source events (for example, ‘Spring
collection area - Cover of aquifer - Soil erosion’). The

Service reservoir
Operation
Out of service

Spring collection chamber

Water quality

Microbiological contamination

Spring collection area
Water quality

icrobiological contamination

-

Service reservoir

Water quality™\_
Microbiological contamination

Distribution pipes
Water quality
Microbiological contamination

Figure 4 | Visualization of the three-step neighbourhood of the node ‘Spring collection area — Water quality - Microbiological contamination’. The size of the circles relates to the

indicator SD.
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Service connection
Water quality
Microbiological contamination

Service reservoir

Water quality \
Microbiological contamination y Distribution pipes
\ Water qualit ; .
\Microbiologicalq cont:mination cervice connection
\ o Water qualllty )
\ Not safe for drinking
\
\
\
\
\
\ Service connection
\ Water quality

Chemical contamination

Distribution pipes
Water quality
Chemical contamination

Figure 5 | Visualization of the three-step neighbourhood of the node ‘Service connection — Water quality — Not safe for drinking'.

displayed network can be expanded upstream or down- quality, physical water quality, water quantity, external-
stream from each node in order to follow failure chains ities/environment, structural element). The selection of
connected to other categories. These visualizations give a one functional chain will hide the others, which allows
logical and quick overview of the interrelationships in the the user to focus on one at a time, for example only
failure network. water quantity related failure chains. Using the individuali-

In addition to the visualization in the previous figures, zation feature, water utilities can hide nodes in order to
the Flash-based online visualization of the FEIS makes use customize the visualization to match their individual
of colours for intuitive visualization. The colours of the system. More detailed information on the failure events
nodes represent either different categories or indicator = and follow-up actions by the utilities can also be entered

values. A traffic light colour code system is used to visual- in public text fields to enhance exchange of experiences.
ize numerical values. Time lag and impact factor are In this way, the FEIS supports documentation and knowl-
represented by arrow colour and thickness, respectively. edge sharing within and between utilities. The collective
Moreover, functional chains are assigned to each node. database of the FEIS helps water utilities to consider

These functional chains describe the nature of the failure cause-effect chains that may otherwise have remained
event (microbiological water quality, chemical water unnoticed. The potential of the FEIS therefore lies in the
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Service reservoir
Reservoir compartment
Water condensation

Service connection
Water quality
Microbiological contamination

Service reservoir
Water quality

Service connection
Water quality

Distribution pipes Not safe for drinking

Water quality
Microbiclogical contamination

Figure 6 | Visualization of the three-step neighbourhood of the node ‘Service reservoir — Water quality - Microbiological contamination’.

Service reservoir

Thermal insulation ®
, _ Insufficient T
Service reservoir Y
Location = SN
Erosion_— /
L / —®
A ‘r/ "
P4 ‘/
e / P
/, / e 4
Service reservoir / sl /
Location Vd B
Erosion protection missing Vi -~ Service reservoir .
/ / . ~
v . v — Reservoir compartment .
Service reservoir Water condensation .
Design .
Poorly designed -

Service reservoir

Water quality
Distribution pipes

\ Microbiological contamination
Water quality

Microbiological contamination

Service connection
Water quality
Microbiological contamination

Figure 7 | Visualization of the three-step neighbourhood of the node ‘Service reservoir — Reservoir compartment — Water condensation’.
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Abstraction area
L] Groundwater

Microbiological contamination
/. .
L

Spring collection area
Water quality
Microbiological contamination

Spring collection chamber
Water quality
Microbiological contamination
o
L

.
Spring collection area 'e
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Figure 8 | Visualization of the category ‘Spring collection area’ relating to the
indicator SD.

extendable database, which enhances exchange of experi-
ences with failures to help other utilities to avoid similar
failures in their operation. In order to update the FEIS
database with new failure events, water utilities can
submit failure events to the developers of the FEIS using
an electronic questionnaire. After reviewing, categorizing
and linking the new failure event to the existing failure net-
work, it is added to the database. At this stage, the
analytical indicators are recalculated by the FEIS.

Discussion of further development: individual datasets

As mentioned above, water utilities can hide nodes in order
to customize the visualization to match their individual
system. Currently, this individualization is limited to the
visualization itself and does not influence the calculation
of the indicators DI, DD, SI and SD. However, it is intended
to further develop the software to make individually adapted
FEIS calculations possible. This development requires a
database with separate individual datasets besides the col-
lective dataset that comprises all possible nodes and
relations, and a dynamic calculation of the indicators. The
individual dataset can be adapted to the individual water
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supply system by adding or cancelling nodes, and by modify-
ing time lag and impact values. The indicators are
immediately updated by dynamic calculation if the individ-
ual dataset is changed. It is important to note that the step
length & for the calculation of SI and SD should be adapted
depending on the average path length in the individual data-
set. Moreover, if a hydraulic model of the network is
available, it can be used to determine time lag and impact
values and thus to calibrate the individual FEIS dataset.
The simulation of hydraulic and water quality behaviour
provides travel times and the concentration of a chemical
contaminant throughout the network. Travel times and con-
centrations from the hydraulic model can be used to refine
values for time lag and impact, respectively.

Currently, the severity of different external effects, such
as water disruption for a hospital and water disruption for
public parks, is not considered in the collective database
of the FEIS because it does not reflect the structure of the
individual water supply system. In order to distinguish
between different severities of external effects, the individual
water supply system should be considered. The individual
dataset would allow the user to add different nodes for
water disruption for a hospital and water disruption for
public parks and to define different severities of the effects.
Subsequently, the defined severities can be used to weight
all upstream relations of these nodes. This way, the calcu-
lation of the indicators DI, DD, SI and SD would account
for different external effects.

CONCLUSIONS

The present paper describes the design process and the func-
tionality of the FEIS, which enables the user to analyse and
visualize failure propagation in water supply systems. It is
based on the systematic documentation of failure events
and analysis of the relationships between them using SNA.
The FEIS supports: (i) identification of potential failures,
(ii) decision making, and (iii) knowledge management.
Identification of potential failures is facilitated by visualiza-
supply
infrastructure and importance-ranking of failure events,

tion of the failure networks in the water

which highlights critical nodes in the system. This infor-
mation can be used to support strategic planning of
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corrective actions in both normal operation and emergen-
cies, of maintenance and rehabilitation, and of design
improvements in the long term. In this way, the FEIS con-
tributes to a minimization of failures, which leads to
increased efficiency and cost reduction. Moreover, it pro-
vides a platform for systematic documentation and
exchange of experiences with failures, helping other utilities
to avoid similar failures in their operation. Therefore, the
FEIS database is intended as an expandable database;
additional failure events should be added and included in
the network analysis. By reporting and adding a new failure
event into the database, the information on this failure and
its causes and consequences in the failure network are
shared with other users of the FEIS. In this way, the FEIS
supports a safety culture in which preventable failures and
their causes can be identified. The more utilities report fail-
ures to the FEIS, the more comprehensive the database will
be and the more benefits the user will receive. At the
moment, additional failure events cannot be reported
online but have to be submitted to the developers of the
FEIS using an electronic questionnaire. One of the objec-
tives of the further development of the FEIS is to improve
this process of continuous documentation of failure events
by introducing an online reporting system. Other objectives
are to refine the calculation of the analytical indicators by
using impact and time lag to weight the strength of the
relations between nodes and to make individually adapted
FEIS calculations possible.

Despite the willingness of the water utilities to use and
to contribute to the FEIS due to the potential benefits of fail-
ure documentation and analysis, it has been experienced
that they were initially reluctant to use the term failure.
Communication and open discussion of failure events are
a delicate issue, especially in water supply because of the
fear of creating insecurity among consumers. Moreover,
the reporter of a failure event might be at risk of blame.
Therefore, it is important to ensure that reports are anon-
ymous and to encourage water utilities and their staff to
report a wide range of failure events. An open-minded hand-
ling of failure events and a strong organizational culture of
continuous learning is necessary for successful risk minimiz-
ation. The FEIS can also be used to train staff by visualizing
the impact of failure events and thus to develop awareness
of the importance of failure management. Failure analysis
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and management also have great potential in other infra-
structures. Consequently, the possibility of transferring the
FEIS approach to other areas of infrastructure (for example,
wastewater or gas infrastructure) should be investigated.
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