
This is a section of doi:10.7551/mitpress/13673.001.0001

Global Fintech
Financial Innovation in the Connected World

Edited by: David L. Shrier, Alex Pentland

Citation:
Global Fintech: Financial Innovation in the Connected World
Edited by:
DOI:
ISBN (electronic):
Publisher:
Published:

David L. Shrier, Alex Pentland

The MIT Press
2022

10.7551/mitpress/13673.001.0001
9780262369534

OA Funding Provided By:
OA Funding from MIT Press Direct to Open

Downloaded from http://direct.mit.edu/books/oa-edited-volume/chapter-pdf/2081051/c005500_9780262369534.pdf by guest on 08 December 2023

https://doi.org/10.7551/mitpress/13673.001.0001


5.1  INTRODUCTION: FINANCIAL INNOVATION  
AND REGULATORY CONCERNS

Technology has driven innovative changes in many areas of 
human activity over the past half century, and the financial 
industry has been no exception. Advances such as the SWIFT 
system, electronic trading systems, and automated settlement 
were revolutionary a generation or two ago; now they are busi-
ness as usual. Aside from the movement toward arm’s-length 
trading fueled by advances in derivatives and securitization, 
however, the overall structure of the financial system hasn’t 
changed that dramatically. In this way, finance is following a 
pattern of development common in many industries.

We are moving from a model of technology that empowers 
human players within the current system to one that replaces 
many of the human players within the current system, to 
(inevitably) one where technology overturns much of the cur-
rent system and replaces it with something else.1 Much of the 
innovation already digested in the financial system falls into 
the first two categories. As the chapters in this book suggest, 
we are facing developments in finance that begin to look like 
the third category: something with new and not fully anticipa-
table outcomes. A series of developments such as blockchain, 
mobile money, smart instruments, big data, predictive mar-
kets, and secure identity are part of the possible revolution.
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92	 O. R. Goodenough et al.

Among the many uncertainties raised by this vision of dis-
ruptive change, regulatory concerns have a significant role. As 
anyone active in the field knows, the financial system operates 
within a highly developed set of government rules that can be 
thought of as the regulatory framework. Rules apply to the mar-
kets and the transactions within them, to the institutions and 
to their governance, operations, and net worth, to the nature 
of currencies, and to the use of data. The list goes on and on. 
Trying to anticipate the shape of regulatory response, whether 
prohibitive or enabling, is a key factor in trying to formulate 
strategies for playing in the world that is dawning.

Against this background, we will explore some of the fun-
damental policy, regulatory, and governance issues confront-
ing blockchain and related innovations in finance.2 For the 
purposes of this chapter, we use the term “regulation” and its 
variations to encompass a broad range of legal rules, includ-
ing those made by statute and court decisions as well as those 
made by regulatory agencies.3

Although a full discussion of the implications of fintech is 
beyond the scope of this chapter, some basic definitions will 
help orient the discussion. We define fintech as any new data- 
or computation-intensive process or activity that delivers a 
financial service. Necessity is the mother of invention. Fintech 
is necessary, because finance, like so many other fields, is con-
fronting a big data revolution, in which the rapidly growing 
scale of data and information resources overwhelms existing 
processes.4 Banny Banerjee argues that one can’t fix expo-
nential problems with linear solutions.5 Fintech is the set of 
nonlinear new technologies emerging to address the exponen-
tial big data challenges. Blockchain and cryptocurrencies are 
emblematic and high-profile cases, but they do not define the 
scope of fintech. They merely represent a popular recent use 
case that has attracted a great deal of attention from private-
sector as well as public-sector actors.

We argue that fintech, like any sociotechnical system, will 
require formal governance mechanisms—including laws and 
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regulations—to achieve its full potential. The details of these 
mechanisms should vary, depending on the specific use case 
under consideration. For example, a digital currency for retail-
scale payments will have different needs than a registration 
system for land titles. This is especially so where currency, 
unlike land, must travel across jurisdictional borders.

We suggest that regulation has an important, even helpful, 
role to play in fostering the adoption of fintech.

It is easy to see, for instance, how laws requiring everyone 
to drive on the same side of the road can speed travel and 
improve road safety, how standardized weights and measures 
can facilitate gains in specialization in manufacturing, or how 
regulations forbidding Ponzi schemes can reduce overall bor-
rowing costs by attracting investors to the market. In contrast 
to these established examples of productive intervention to 
solve coordination problems and market failures, fintech is 
still in its early days. Predicting where its pain points will be 
most severe or where its successes will be most transformative 
is necessarily a speculative enterprise.

Regulators and policy makers have increasingly become 
aware of the need for more sophisticated efforts and greater 
focus in the area of fintech. Interviews with Commonwealth 
governments conducted in 2019 by innovation consultancy 
Visionary Future6 revealed an array of approaches and levels 
of sophistication. Twenty governments (primarily their cen-
tral banks) out of the forty-six Commonwealth central banks 
were investigated across a range of geographies, country size, 
and scale of economic development (ranging from the United 
Kingdom to Trinidad and Tobago). The interviews revealed the 
following:

•	 Sixty-five percent of those interviewed had engaged in formal 
policy development, specifically regarding fintech policy.

•	 Fifty-nine percent had a fintech policy specialist.

•	 Only 29 percent had engaged in any form of specialized 
capacity building regarding fintech.
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94	 O. R. Goodenough et al.

This clear discrepancy between practice and preparation 
highlights the importance of documenting effective interven-
tions regarding fintech policy that benefit from appropriate 
context. The governors of the Commonwealth Central Banks 
determined that the need for improved practice and expertise 
was so important that they specifically tasked the Common-
wealth Secretariat with developing a policy toolkit and dis-
semination vehicle.7

The discussion that follows is intentionally illustrative 
rather than exhaustive. We want to show the diversity of chal-
lenges that arise in engineering technologically based innova-
tions in our financial system, as well as provide a frame of 
reference for thinking about those examples. The catalog of 
possibilities is meant as a starting point. We hope to inspire 
critical thinking about the issues and approaches to developing 
fintech, and to encourage stakeholders (government officials, 
entrepreneurs, ethicists, community activists, developers, and 
others) to pursue a reasoned approach to regulation.

5.2  REGULATORY GOALS AND TECHNIQUES

5.2.1  Why Do We Regulate?
This section focuses first on why and how regulation happens, 
highlighting some key guiding principles. It then explores some 
of the players in the existing regulatory structure governing the 
financial system. In later sections we apply these principles to 
blockchain and other fintech innovations. The topic of regula-
tory design is not a settled one; there are significant arguments 
and disagreements over where, what, and how regulatory 
approaches should be applied.8 That said, there are also some 
generally recognized guidelines that cut across the debates.9

Maximizing the benefits and minimizing the detriments of 
fintech is not simply a matter of technology. As the economist 
Paul Romer notes, “Economic growth is driven by the coevolu-
tion of two sets of ideas, technologies and rules. Governments 
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can increase the rate of growth—in ways that benefit all citi-
zens—by creating systems of rules that are both encouraging 
of and response to innovation; the various goals do not always 
line up.”10

To the economist’s goal of efficiency we should properly 
add the lawyer’s additional criteria of fairness, justice, predict-
ability, and sustainability.

5.2.2  Jurisdiction
There is a diversity of possible sources of authority in the mak-
ing of rules and also in applying them to a particular activity. 
Who gets to do what is often framed as a question of jurisdic-
tion. What is criminal in one country may be perfectly accept-
able in another. Some countries exert extraterritorial jurisdiction 
for some activities, such as the criminal treatment of geno-
cide, but this is relatively rare. More commonly, a country 
sufficiently concerned about the effects of an activity within 
its borders will assert jurisdiction even if the primary event 
takes place outside the country. Particularly in the financial 
markets, where money flows across borders and often to the 
places of highest yield or safest harbor, countries often affir-
matively coordinate common standards of conduct to avoid 
creating arbitrage opportunities or unfair advantage for one 
jurisdiction over another. For instance, fraudulent offers are 
commonly outlawed regardless of the country of origin, and 
capital adequacy is negotiated to avoid arbitrage.

A further wrinkle on jurisdiction is the ability of the author-
ity in question to get physical control over the person, asset, 
or other item that is the target of the regulation. This is par-
ticularly challenging in the case of cyberactivities, where, for 
instance, the effects may be felt in the United States but all 
of the players are in another region of the globe, perhaps one 
that is antagonistic to US interests. A country may attempt 
to extend its legal reach, perhaps through extradition, block-
ing web access, or freezing local accounts, but these measures 
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often have only limited effect and depend on the goodwill of 
the other jurisdiction.

Blockchain-enabled activities present particularly interest-
ing jurisdictional challenges because of their inherently dis-
persed and virtual character. The decentralized and sometimes 
anonymous nature of blockchain-based transactions is unlikely 
to remove them from the power of governmental oversight, 
notwithstanding certain libertarian claims. The internet has 
posed similar questions, and governments have responded by 
asserting authority in many contexts. Enforcement of govern-
ment authority over a dispersed worldwide activity may be 
a challenge, but as the travails of Silk Road demonstrated, a 
determined government can overwhelm someone it views as 
a serious criminal.11

5.2.3  Regulatory Goals
What are the proper goals for regulation? Some are cast in neg-
ative terms: to prevent harm, both intentional and accidental, 
whether direct or incidental. Preventing outright predation is 
usually easy to justify. Innovation, on the other hand, typi-
cally harms incumbent interests, and judging when to let 
such harm proceed is more difficult to assess. The Luddites of 
eighteenth- and nineteenth-century Britain are often mocked 
for their opposition to progress, but the negative local implica-
tions of innovation for wealth and job security may be quite 
severe (e.g., when the plant closes in a company town), even if 
the innovation is raising productivity in the aggregate.

Some goals are more positive: to provide an institutional 
framework within which an activity can grow productively. 
In this view, the failure to innovate can be seen as causing 
more harm than the innovation itself. Such a debate is pres-
ent regarding cryptocurrencies, digital payment systems, 
and access to banking for the underbanked. Others, such as 
whether to raise revenue or to consolidate power over an 
activity, are in the selfish interest of government itself. These 
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interests can be perfectly legitimate, even when they impose a 
drag on the activity in question. Less justifiable are examples 
of regulatory capture, where private interests (sometimes inten-
tionally and sometimes unintentionally, such as where infor-
mation asymmetry produces reliance by the captured) use the 
power of government to entrench their position in an eco-
nomic activity. Further complicating the regulatory response 
to innovation, the various goals do not always line up. Careful 
regulatory policy often involves balancing competing goods 
and competing harms so that both the utopian hopes of the 
innovator and the catastrophic fears of the traditionalist are 
seldom fully realized. The Clinton-Magaziner e-Commerce 
Principles shown in box 5.1 provide a case example of a bal-
anced policy intervention that successfully navigated these 
diverse factors.

Preventing harm  The easiest case for legal intervention involves 
rules against intentional predation, such as physical attack, 
theft, fraud, and deceit. For example, Bernie Madoff was very 
properly jailed for willfully defrauding his investors. The Securi-
ties and Exchange Commission (SEC) investigates these kinds 
of activities in the financial markets under its jurisdiction and 
has recently moved against some particularly questionable 
promoters of initial coin offerings (ICOs).

Also objectionable is reckless behavior, where the harm 
per se is not intentional but where any consideration for the 
prevention of harm is lacking. The failure of underwriters to 
scrutinize poorly documented subprime mortgages adequately 
at the point of origination could fall into this category. A third 
category is harm arising through accidents or unintended 
systemic effects. A classic example is the bank run, in which 
the infectious panic of nervous depositors can force even a 
healthy bank into default.

To justify regulation, a harm need not be inherent in an 
activity itself, if it is frequently a means to carry out some other 
harmful action. For instance, a concern sometimes voiced 
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over virtual currencies is that they can be used to facilitate 
illicit trafficking in drugs, arms, and people. These secondary 
effects may cause us to constrain the primary activity.

Providing an institutional framework for private creativity  Com-
mercial law provides institutional scaffolding for the design 
and enforcement of private bargains. Contract law is a prime 
example. At its best, contract law creates a toolkit for design-
ing the enforceable obligations that make specialization and 
exchange possible, and opens up possibilities for mutual gain. 

Box 5.1

The Clinton/Magaziner e-Commerce Principles

The Clinton/Magaziner e-commerce principles, which helped 

provide a foundation for successful commercial development 

of internet e-commerce in the United States without sacrificing 

the public good, are instructive for considering how to regulate 

other fintech innovations.12 Briefly, the principles seek to

•	 maximize the possibility of human freedom because the 

medium holds great potential to support individual liberty;

•	 expressly allow voluntary communities to form;

•	 encourage, where possible, rules set by private, nonprofit, 

stakeholder-based groups (such as the Internet Engineering 

Task Force or the W3C Consortium);

•	 encourage government action that occurs sparingly, trans-

parently, in a targeted manner, and via a common agree-

ment that action is needed;

•	 respect that internet e-commerce is a decentralized, fast-

moving medium, and foster policies that are neutral to spe-

cific technologies;

•	 be global, and therefore an international framework is 

needed from the outset (rather than the legacy systems 

where markets evolve locally and then governments coor-

dinate with each other as internationalization occurs).
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By  making bargains enforceable in law, they become much 
more reliable, and a number of strategic pitfalls can be avoided. 
On the other hand, contracting between parties with too much 
disparity in experience or power has risks for deception and 
predation as well. A good contract framework will discourage 
fraud by stipulating requirements for disclosure and boundaries 
of unconscionability.13 Thus, an appropriate legal scaffolding 
will promote the activity it regulates by solving trust problems 
that might otherwise hinder adoption. Government interven-
tion to encourage confidence in a process is a buttress, not a bur-
den. A familiar example is the oversight of our stock exchanges, 
where private rules receive public scrutiny under the Securities 
Exchange Act of 1934.

Much of the interest in blockchain technologies, for exam-
ple, is that they may be able to help solve these sorts of 
trust dilemmas. The technology, however, involves relatively 
arcane cryptographic techniques that can be hard for nonpro-
fessionals to understand and therefore put their trust in them. 
Moreover, early experiences with fraud in ICOs indicate that 
a blockchain is not a panacea.14 A legal framework that helps 
create confidence that a particular blockchain is properly gov-
erned and administered could foster adoption. Box 5.2 reviews 
a selection of examples that illustrate jurisdictional competi-
tion and variation.

Raising public revenue  Governments often seek revenues 
from economic activity, typically through fees or taxes, such 
as property assessments, customs duties, stamp taxes, value-
added assessments, or estate and income taxation. Although 
the blockchain has libertarian appeal, all competent govern-
ments assert the power of taxation broadly. For fintech inno-
vations like the blockchain to evade taxation, they would 
have to do so in ways analogous to how all illegal activities 
avoid taxation. Because finance is so information intensive, it 
is difficult for tax evaders to cover all their digital tracks. At the 
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Box 5.2

Enabling Rules and Jurisdictional Competition

Each of the fintech innovations discussed in this book raises 

questions about the current and future adequacy of the legal 

and regulatory framework to allow its adoption, support its 

utility, govern its conduct, and resolve disputes.

Adoption of fintech will benefit from adaptations in the code 

and regulation to foster its growth. This has led to some competi-

tion over adopting useful legal infrastructure, as a number of dif-

ferent jurisdictions have sought to attract business. Early movers 

in the United States include Arizona, Vermont, and Wyoming.

Vermont jumped in early, with a 2015 law setting up a study 

commission15 that, in turn, led to a 2016 statute giving evi-

dentiary recognition to records maintained on a blockchain.16 

Subsequent actions have included commissioning a further 

report on fintech opportunities17 and, as a result, enacting 

an enabling provision for a blockchain-based limited liability 

company (BBLLC).18 These provisions are aimed at broad sup-

port of blockchain activity.19

Wyoming has been prolific. In 2018 it set up a blockchain task 

force that helped promote the adoption of a number of provi-

sions, aimed to a large degree at supporting cryptocurrency initia-

tives.20 While undoubtedly useful, this focus is hampered by the 

SEC’s more restrictive posture. At least one SEC commissioner has 

sought to use a regulatory “safe harbor” to allow public offerings 

of cryptocurrencies so that they can get to critical circulation lev-

els without running afoul of existing securities laws.21

Arizona was the first US jurisdiction to enact a regulatory sand-

box for fintech innovation (sandbox approaches are dealt with 

more extensively in chapter 8 of this volume).22 This 2018 initia-

tive is under the authority of Arizona’s attorney general.23 As of 

early 2020 eight companies were participating in the program.24

Other states have been active in the past year and are seek-

ing to catch up with these early adopters.

Two states stand out as not being successful with block-

chain. In 2016, Delaware, seeking to preserve its leadership 
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Box 5.2

(continued)

position as the premier state of incorporation, set up the Dela-

ware Blockchain Initiative. In 2017 it passed legislation per-

mitting the use of blockchain as a means of keeping corporate 

records, including those relating to corporate shares. It began 

a joint project with a private vendor, Symbiont, with the goal 

of moving its own public records to blockchain. This all came 

to a halt, however, with the election of a new governor, John 

Carney, who was wary of the disruptions this could cause.25 The 

state has proceeded at a cautious pace.

In New York, which should be on the forefront of financial 

innovation, the initial reaction to blockchain was suspicion 

and tough regulation. In 2015, the state set up the  “BitLi

cense” regime, which requires cryptocurrency businesses to come 

under licensing and regulation in order to conduct many 

kinds of transactions. The core provision, set out in 23 NYCRR 

200.3(a), is that “No Person shall, without a license obtained 

from the superintendent . . . , engage in any Virtual Currency 

Business Activity.” In 23 NYCRR 200.2(q), “Virtual Currency 

Business Activity” is defined as

the conduct of any one of the following types of activities involving 
New York or a New York Resident:

receiving Virtual Currency for Transmission or Transmitting Vir-
tual Currency, except where the transaction is undertaken for non-
financial purposes and does not involve the transfer of more than a 
nominal amount of Virtual Currency;

storing, holding, or maintaining custody or control of Virtual 
Currency on behalf of others;

buying and selling Virtual Currency as a customer business; per-
forming Exchange Services as a customer business; or controlling, 
administering or issuing a Virtual Currency.26

Relatively few businesses have sought these licenses, and many 

have criticized the process as being too restrictive. In December 

2019, New York, citing the need to be more open to innovation, 

proposed amending the approach to provide both greater flexibil-

ity and greater guidance for cryptocurrency businesses.27

(continued)
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There is also competition for innovation at the interna-

tional level. A number of different jurisdictions have set out to 

make themselves welcoming to fintech innovation. The United 

Kingdom, seeking to protect London’s powerhouse status as a 

financial center (notwithstanding the challenges of Brexit), has 

created a number of opportunities for experimentation, includ-

ing the most developed fintech sandbox program in the world. 

First announced in 2015, this initiative of the Financial Con-

duct Authority is now (2020) in its fifth cohort.28 Even without 

this regulatory flexibility, London has been at the center of a 

fintech boom, with established companies and dozens, if not 

hundreds, of start-ups working on innovative projects.

Other established financial centers, from Singapore and 

Switzerland to smaller havens such as Bermuda, Gibraltar, 

Malta, and the Cayman Islands, have set up initiatives to attract 

blockchain and other fintech business.

The failure of a financial center jurisdiction to supply the 

supporting regulatory or legal framework for fintech inno-

vation could encourage the migration of blockchain-based 

services away from the traditional financial sector and the pur-

view of existing supervisors. There is a long history of jurisdic-

tion shopping by ambitious entrepreneurs, often matched by 

a “competition in laxity” among eager regulators.29 The chal-

lenge is to prevent support for innovation from devolving into 

thoughtless permissiveness. Despite the challenge from eager 

start-ups, however, as yet there has been only limited uptake in 

friendly jurisdictions that do not already have a thriving finan-

cial sector (such as Singapore and the United Kingdom). That 

said, island nations such as Barbados and Mauritius; US states 

such as Vermont, Arizona, and Wyoming; and, more recently, 

the Commonwealth of Nations30 as an organization have begun 

developing frameworks to support fintech innovation.

Facebook’s Libra is a prime example of this: its creators have 

argued that the failure of the public sector to provide for a 

Box 5.2

(continued)
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same time, an open digital ledger facilitates the migration of 
financial activities, including payments and messages, across 
borders; in the process, the ledger also potentially exposes the 
ledger to many legal jurisdictions.

In the United States, the IRS has provided guidance on how 
to tax cryptocurrency transactions.31 The basic starting point 
is that “virtual currency transactions are taxable by law just 
like transactions in any other property. Taxpayers transacting 
in virtual currency may have to report those transactions on 
their tax returns.” If you fall under US income tax jurisdiction, 
there is no legal insulation, because the cryptocurrency asset 
is virtual.

That said, novel questions may arise when applying the 
general principles of US taxation to the specifics of cryptocur-
rency transactions. For instance, in the 2019 Revenue Ruling, 
the IRS gave guidance on the tax treatment of a “hard fork.” 
It determined that a hard fork in itself did not create a taxable 
event for a crypto holder, but if the fork was accompanied by 
an “airdrop” of new tokens, a taxable event would occur.32

Protecting existing interests  Governments often use their power 
to protect the economic status quo. This is not always bad; 
supporting principal providers of goods and services can 

Box 5.2

(continued)

cross-jurisdictional payment system motivated the entry of this 

nonfinancial company into the financial sector. This argument 

is partly self-serving. Cryptocurrencies offer a new avenue for 

competition in the market for payments services, but incum-

bent service providers indeed exist for both retail and whole-

sale cross-border payments. Meanwhile, a payments platform 

would allow Facebook to integrate purchase and cash-transfer 

data with its already extensive information on its users.
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benefit both the enterprises and their consumers. In some 
cases, incumbent providers may be entrenched by the eco-
nomics of the situation. For example, bitcoin miners appear to 
be natural monopolies (or at least oligopolies), given that they 
have converged on a handful of large mining concerns. This 
is likely due to the large fixed costs of capitalizing the power 
plant for a mining operation. Similarly, a particular digital 
currency (e.g., bitcoin versus bitgold) might become a natural 
monopoly through network externalities. A common public 
policy response to limit monopoly-power rent seeking is to 
institutionalize the monopoly as a public utility with demo-
cratic governance, like a local water and sewer commission. 
Some argue that public utility treatment can stifle the emer-
gence of competition that would ameliorate a monopoly situ-
ation. Not coincidentally, the bitcoin mine starts to look like 
a central bank; indeed, central banks, which have extensive 
experience as governance mechanisms for monetary stability, 
have taken an active interest in digital currencies.33

At the same time, solidification of the status quo can sup-
press innovation by entrenching both incumbent providers 
and existing processes. Such suppression can be a by-product 
of otherwise well-intentioned regulation. Regulators and their 
charges coevolve over time, and so the incumbent institutions 
on one side are typically well adapted to the incumbents on 
the other. Bank examiners know what to expect from well-run 
banks, and vice versa. The political reality of crisis avoidance is 
also a powerful force, particularly involving nascent technolo-
gies with unclear consequences.

Enshrining one set of interests or market participants over 
another can have both positive and negative effects. For exam-
ple, if ex ante rules designed to ensure proper governance, 
infrastructure, and resilience have the effect of designating 
(de jure or de facto) a limited, trusted set of miners or other 
key participants in a distributed ledger structure, confidence 
in the system and its resilience and potential resolution may 
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increase. But this same motivation could create a set of unin-
tended consequences such as giving the keys to the system to 
one set of market participants over another. The result could 
lead to an undermining of confidence in the system by the 
very rules designed to bolster that confidence. In any case, 
policy makers will want to watch how the system evolves with 
an eye toward facilitating the development of a stable system.

Considerations related to enshrining the interests of one 
group over another may be necessary for adoption of digi-
tal ledger technologies in the financial system, particularly 
where legal structures have been designed with extant finan-
cial intermediaries in mind. For example, derivatives markets 
are presently subject to a relatively new and comprehensive 
regime to steer transactions to organized exchanges and cen-
tral clearing at registered clearinghouses. Centralized markets, 
such as the Australian Securities Exchange, are already imple-
menting blockchain-based clearing-and-settlement systems to 
replace legacy infrastructure in their clearinghouses, and entre-
preneurs are exploring similar possibilities for over-the-counter 
markets. If a blockchain technology for clearing and settlement 
to permit bilateral exchange without the need for centralized 
trading, clearing, and settlement is widely adopted, changes in 
law, regulation, and regulatory practice could be required. To 
avoid regulatory arbitrage, supervisors will need to coordinate, 
as they have regarding capital requirements for banks or con-
duct rules for other market participants. Authorities will need 
to consider how these activities should be governed so that 
oversight can continue for the protection of the system.

Mitigating wider and secondary effects  Regulation should con-
sider both immediate goals and the potential larger effects of 
an activity. Legal intervention can promote or hinder specific 
actions, but it can also seek to create systemic effects including 
efficiency and distributional fairness.

Good rules typically have the goal of helping the users and 
providers internalize the costs and benefits of an activity. Good 
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rules also try to avoid unnecessary burden, such as onerous 
reporting requirements. At the federal level, this principle has 
been codified in a series of executive orders and OMB Circular 
A-4 (Office of Management and Budget 2003), which direct 
the following: “Important goals of regulatory analysis are (1) 
to establish whether federal regulation is necessary and justi-
fied to achieve a social goal and (2) to clarify how to design 
regulations in the most efficient, least burdensome, and most 
cost-effective manner.”34

These principles argue for regulatory restraint. Bitcoin 
began with the conceit of mimicking a traditional gold stan-
dard, which effectively puts its monetary policy on autopilot. 
Libra’s proposal to link to a basket of currencies is reminiscent 
of the International Monetary Fund’s Special Drawing Rights. 
But cryptocurrencies are gradually learning many of the hard 
lessons of traditional central banking—for example, that mon-
etary and financial stability are public goods, that both infla-
tion and deflation are important hazards, and that a robust 
governance framework is critical to a successful monetary 
system. It is difficult to predict how these forces will evolve, 
but there is great value in permitting the innovators to experi-
ment, especially at these early stages when the stakes are rela-
tively small.

Rules must also be socially acceptable; they must “fit” with 
cultural norms and conditions. In the United States, tradi-
tions of personal autonomy and contractual freedom may 
make some kinds of otherwise plausible regulatory interven-
tion unacceptable. Indeed, the US income tax system is, in 
many instances, based on self-reporting, not direct govern-
ment monitoring of transactions and activities that reflect 
taxable gains. Thus, for example, even if a blockchain tech-
nology could capture income tax revenues through payment 
systems, it’s not clear that society would accept such an intru-
sion. Likewise, an otherwise efficiency-enhancing rule may be 
unacceptable because it violates conceptions of “fairness.” A 
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related concept is cognitive acceptability. The counterintuitive 
nature of many economic arguments, such as free trade, mon-
etary expansion, and public expenditure in recessions, makes 
them hard sells to a public not made up of experts. Given their 
complicated mathematical and technological basis, block-
chain technologies, for example, may suffer similar challenges 
of understanding.

Another important dimension of innovation is generativ-
ity, meaning the self-referential modularity that allows some 
systems to support additional outcomes not envisioned when 
the system was created. A familiar example of this property is 
LEGO blocks, which allow the generation, through creative 
assembly, of a nearly limitless set of shapes. A purpose-built 
scale-model airplane may be more realistic than the LEGO ver-
sion, but it cannot be readily converted to anything else. In 
the domain of rules, the generative nature of the open archi-
tecture of the internet is part of its success; no one foresaw 
Facebook or Uber at the start.35

Blockchain technology, developed initially for bitcoin, may 
also be a generative system, insofar as it enables transformation 
of existing financial systems in ways not necessarily foreseen. 
Generativity is also a desirable property for the regulation of 
innovative technologies—rules should be open to beneficial 
surprises. That said, there are risks in a generative system. Unan-
ticipated consequences are not always benign, and an open 
system can be more susceptible to predatory capture. The pre-
cautionary principle, which limits the new if there is significant 
uncertainty around possible harm, would discourage generativ-
ity, with its possibility of unintended consequences.36

What are the government’s concerns for financial regu-
lation? In the case of blockchain, in addition to the general 
goals to prevent harm and to provide frameworks for growth, 
there are also concerns for systemic stability. Although one 
or more government bodies (sometimes federal, sometimes 
state, sometimes both) generally exist to supervise or regulate 
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each of these areas, no one body supervises the entire sys-
tem. Two creations from the 2008 financial crisis—the Office 
of Financial Research (OFR) and the Financial Stability Over-
sight Council—do have this system-wide view. Central banks 
also often take a systemic view—whether authorized by their 
laws or as an outgrowth of monetary policy responsibilities 
(the US Federal Reserve has recently started issuing financial 
stability reports to the public)—and are members, along with 
several market regulators and coordination bodies (including 
the US SEC), of the Financial Stability Board in Basel, Switzer-
land. Through this institutional patchwork, regulators, market 
watchers, and global coordination bodies have started to focus 
on the systemic impacts of blockchain-enabled technologies.

The various currently conceived implementations of block-
chain in the financial system touch on the basic services noted 
above (albeit some more than others). In some cases, the 
migration to blockchain would disrupt little in the financial 
system and its regulatory framework as currently organized. 
For example, blockchain as a settlement solution could simply 
replace current centralized digital ledgers while still residing 
under the control of a central repository. A number of finan-
cial-sector companies have experimented with projects of this 
kind, but so far most have not resulted in widely adopted ser-
vices. For instance, Nasdaq joined with other industry partners 
and piloted a successful margin call system.37 While there was 
significant coverage of the pilot, no similar notice has been 
given of any rollout—at this writing, it appears not to have 
occurred. A number of these initiatives have involved the firm 
R3.38 R3 started out in 2014 as a consortium of large financial 
institutions seeking to explore blockchain-based applications 
and has grown into a service provider whose Corda software 
and platform are powering initiatives for customers across a 
number of verticals in the financial industry.39

On the other hand, blockchain might deeply disrupt other 
parts of the system, disintermediating existing participants 
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(perhaps including key players) and raising questions about 
how crucial monitoring, risk management, and resolution 
activities might transpire in the context of stress episodes. 
Steps in this direction are already being taken in insurance 
contracting and regulation.

In a report issued since the first publication of this chapter, 
the Financial Stability Board noted, among other things, that 
fintech can improve financial stability by increasing transpar-
ency and through distributed networks dispersing concentra-
tion, but it can also accelerate contagion effects and herding, 
and move risks outside the regulatory perimeter, where the 
toolkit for dealing with these risks does not exist or has never 
been applied.40

Concerns about distributed ledgers to support cryptocur-
rencies have become acute in recent months. In the case of 
Facebook’s Libra, the stablecoin would be backed by a basket 
of fiat currencies—which theoretically limits the possibil-
ity of a monetary policy run amok. But monetary policy is 
notoriously multifaceted and susceptible to unforeseen conse-
quences, and would be even more difficult if it required coor-
dinated national monetary policy efforts to stabilize a coin 
linked to multiple currencies. Libra’s launch raised concerns 
from all branches of the US government and leaders of both 
political parties. Fed governor Lael Brainard laid out concerns 
for Libra that mirrored many of the Financial Stability Board’s 
generalized concerns for fintech: “Liquidity, credit, market or 
operational risks—alone or in combination—could trigger a 
loss of confidence and a classic run. . . . ​The potential for risks 
and spillovers could be amplified by potential ambiguity sur-
rounding the ability of official authorities to provide oversight 
and backstop liquidity and to collaborate across borders.”41

One issue attracting central bankers’ attention is nonfinan-
cial “big tech” companies entering into the highly regulated 
financial world. This is sometimes referred to as “TechFin” 
because the primary driver isn’t the finance piece but the use 
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of finance to exploit the benefits of the technology piece, 
like further understanding of customer preferences based on 
financial transactions or interaction within and with financial 
markets. While protection of entrenched interests may seem 
an easy explanation, oversight of banks, brokers, advisers, and 
other financial intermediaries has fostered transparency and 
trust and allowed for guardrails that can help contain risks. 
Recognizing these concerns, Facebook’s CEO testified to the 
US Congress that any Libra system would need regulatory 
approval or risk abandonment by Facebook itself.42

In banking, perhaps more than any other industry, trust is 
foundational. Deposit insurance, for example, increases that 
trust. But the government’s ability to intervene during a cri-
sis could be challenged if a distributed network doesn’t cre-
ate entry points for the government to intervene in a crisis or 
simply to adjust monetary policy. Careful system design and 
governance will be needed. Governments need to intervene in 
favor of financial stability, to manage risk. The Federal Reserve 
is monitoring and recalibrating in real time.

5.2.4  Means of Regulating: The Regulatory Toolkit
Traditional systems of regulation and governance often use 
a relatively well explored “toolkit” of intervention and con-
straint. These systems can be broadly grouped as those that 
apply in advance of the activity (ex ante constraints) and those 
that are applied after the fact (ex post). As fintech innovations 
such as blockchain or artificial intelligence increasingly under-
lie a significant portion of our financial transactions, a simi-
larly comprehensive approach can be expected to emerge to 
govern market players and individual contracts.

The most extreme ex ante intervention is prescription: an 
outright ban on a particular activity that can be linked to a 
civil or criminal penalty to give it teeth. This ban can be either 
a general one or a targeted injunction applied in a particular 
set of circumstances. Less stringent ex ante approaches include 
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regulation, qualification, and oversight, often linked to re
quired “best practices.” These ex ante governance approaches 
can especially discourage generative innovation, because they 
typically set an intentionally constrained framework of pos-
sible actions and techniques, with little room for maneuver 
or discovery.43 This may be appropriate in high-risk or high-
consequence circumstances. Ex ante constraints on behavior 
also carry strong protections for incumbents, whose processes 
are typically well adapted to the rules—indeed, incumbents 
and the rule sets governing them will often coevolve to a 
comfortable equilibrium. However, if fintech innovations are 
indeed symptomatic of disrupted traditional processes, we 
should expect fintech to threaten precisely at points in the 
system where the entrenched equilibrium is suboptimal.

A softer and more flexible form of ex ante regulation involves 
ensuring that minimal quality or conduct standards are satisfied 
either by the individual actor (e.g., TSA prescreening) or by the 
system (a self-regulatory organization with approved conduct 
rules, such as a sports league). Registration and licensing can 
have a beneficial chilling effect on misbehavior by providing a 
mechanism for excluding players from a profitable game. Reg-
istration systems can be designed to retain flexibility of practice 
but are often linked with established approaches. Membership 
can require respect for the norms of the club. On the other 
hand, such systems can act to certify the registrants’ reputabil-
ity to otherwise skeptical users—an example of regulation help-
ing to promote an activity. For example, the National Futures 
Association, a delegated self-regulatory organization, main-
tains a registration system to certify firms and individuals for 
participation. In this case, the industry itself has adopted an 
ex ante registration mechanism.

Ex post approaches can be more supportive of innovation 
because they allow activities to proceed, only imposing pen-
alties if the outcome is bad. Ex post penalties can be located 
in the criminal law, often linked to outcomes and not to the 
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activity itself. Anonymous digital payments are not illegal; 
anonymous digital payments to support a money laundering 
syndicate may well be. Similarly, noncriminal consequences 
can be levied. Whether publicly or privately instigated, these 
civil penalties can include damages and/or suspension of the 
activity, either through the removal of a license, through an 
injunction, or through some other proceeding.

Regulatory regimes often mix and match these ingredients. 
The SEC requires registration of issuers, exchanges, and broker 
dealers. There is licensing, and the possibility of delicensing. 
There are general prohibitions against fraud, with ex post pub-
lic and private civil remedies and possible criminal penalties. 
There are specific requirements for disclosure and reporting, 
and specific practices approved under safe-harbor rules.

Recently, there have been multinational efforts to develop 
and disseminate best practices in the form of policy toolkits, 
particularly for banking and finance regulators. Organizations 
such as the Commonwealth of Nations and the Asian Devel-
opment Bank (ADB) have explored how the loose coordina-
tion of regulatory policy, whether on the axis of shared legal 
heritage (Commonwealth) or shared regional concerns (ADB), 
can lead to a more robust environment for business innova-
tion and expansion, on the one hand, and better protection 
of consumers and more stable financial systems, on the other.

5.2.5  Internal Regulation through the Technology Itself: 
Code as Law
Regulating an activity that is essentially technological, such 
as fintech, has the intriguing possibility of building at least 
some of the desirable practices of that activity into the tech-
nology itself. As Lawrence Lessig famously argued regarding 
the internet, the architecture of a technological system makes 
rules about what it can and cannot do.44 In a very real sense, 
code is law for such purposes.
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One reason that a blockchain application like bitcoin or 
Ethereum has been able to operate with limited legal interven-
tion is that its technical architecture makes it resistant to a 
wide range of attacks. At the same time, a blockchain can be 
a component in a larger system with fraudulent or criminal 
possibilities. There is room for an outside authority to confirm 
that the architecture does what it purports to do, or to add a 
layer of societal punishment for those who would try to abuse 
the service, and perhaps to protect the stability of the system 
by insisting on mechanisms that produce resilience and con-
fidence. The hacking of the Ethereum system, discussed in 
chapter 6, illuminates these concerns.

This property of internal regulation creates both a chal-
lenge and an opportunity for regulators: Can they participate 
in the creation of a system to embed good law into the source 
code itself? Will the designers welcome the presence of regu-
lators? Under what circumstances would the regulators thus 
expose themselves to liability for any bugs that arise? Would 
this sort of complicity defeat their effectiveness as enforcers of 
the rules? There is precedent for such cooperation, but there is 
also precedent for a more antagonistic relationship that could 
make such involvement difficult.

There can also be systemic effects of a particular architec-
ture that warrant society’s intervention. Individuals acting 
optimally in their parochial self-interest can cumulatively cre-
ate misbehaviors that emerge only at the system level, such 
as bank runs, pricing bubbles, or concentrated risk exposures. 
Even a blockchain, for example, is not naturally immune to 
such emergent systemic pathologies.

The exchanges and wallet providers are another point 
of vulnerability. The chain may be secure, but the points of 
entry and exit can be corrupted. For instance, in 2013, early 
in the history of cryptocurrency, bitcoin’s Mt. Gox lost over 
$400 million of bitcoin to hackers, at a time when Mt. Gox 
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controlled 70 percent of bitcoin trading. In recent years addi-
tional theft at these points has occurred. The Selfkey service 
(admittedly interested) provides a record of hacks. It reports 
that “$292,665,886 worth of cryptocurrency and 510,000 user 
logins were stolen from crypto exchanges in 2019.”45 These 
actors may also rely on outside forces that could (intentionally 
or not) corrupt their ideals or render them unreliable, such as 
the exertion of territorial jurisdiction when something of theirs 
flows through the jurisdiction (e.g., Europe’s privacy law, the 
General Data Protection Regulation) or relies on them (west 
China’s currently cheap source of energy for miners’ processors).

Despite the distributed nature of the bitcoin blockchain, 
market conditions engendered an unhealthy centralization of 
resources, and bad actors can exploit such weaknesses.

5.2.6  Who Regulates: Federalism, Lawmaking, and 
Regulatory Agencies
It is worth reviewing where rules originate and how they are 
enforced. Statutes, enacted by the legislature, are the start-
ing point for most governmentally established regulatory 
regimes. The United States has a common-law legal system, 
which means that the legislature shares lawmaking power 
with courts, which interpret the law to adjudicate specific 
disputes. This power helps adapt existing legal principles to 
new circumstances. Thus, even if a statute does not specifically 
mention a particular fintech application, courts can nonethe-
less construe existing legal rules to apply to the innovative 
activity. The backbone of law serves as the authority for flex-
ible and specific rules, either those created by governments or 
those created by private actors themselves. For instance, the 
early stock exchanges formed before the regulatory agencies 
that currently oversee them even existed.

Many regulatory regimes, including most of those related 
to finance, are assigned for oversight to a regulatory body, 
such as the SEC or the Federal Reserve. The legislature typically 
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delegates power to these bodies, allowing them to elaborate 
specific rules to implement the more general mandates defined 
in the statutes. This rule-making process is another means for 
adapting existing governance regimes to fintech applications. 
Regulators are also frequently the implementation agents for 
registrations, licensing, inspections, certifications, and other 
oversight activity, both ex ante and ex post. When civil or 
criminal laws have been broken, the Justice Department may 
also help with enforcement.

In the United States the jurisdictions of states and territories 
also have lawmaking power. Much of the underlying contract 
and commercial law relevant to fintech is state law. For exam-
ple, important initiatives at this level include the blockchain 
enabling law recently adopted in Wyoming and Vermont, and 
Delaware has launched a blockchain initiative that aims to 
develop a similarly innovation-friendly legal environment.46 
Where law gets made and enforced is an important element of 
its possible effects on fintech applications.

5.3  LAWS OF GENERAL APPLICABILITY; CONTRACTS  
AND INSTRUMENTS

Against this background, we can now examine how law 
and regulation may apply to future developments in our 
financial system. Particular fintech innovations will have 
domain-specific areas of interaction with regulation. They 
will also often interact with widely shared principles of legal 
specification.

In this section, we first consider some of the wider prin-
ciples with the potential for broad application, with partic-
ular attention to those affecting financial instruments and 
contracts. In later sections we will consider more specific use 
cases of trading markets, identity, and systemic monitoring. 
Although fintech is applicable to a number of important areas 
within financial services, these selected examples should help 
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the reader extrapolate to broader principles of the interaction 
between regulation and financial technology—particularly in 
the context of the “why and how” of regulation, discussed 
above. We reiterate the caution: reading the future is inher-
ently speculative. Some of what we suggest will come to pass; 
other aspects will not. Our analysis is only a starting point, not 
a confident road map.

5.3.1  Enabling Legislation I: Existing Provisions
Many financial transactions are constructed around contracts 
and instruments. These are both creatures of legal recogni-
tion, and there are well-developed bodies of law to deal with 
paper-based examples. In the United States, much of the basic 
framework on these questions comes from state law. Contracts, 
property, corporations, and negotiable instruments all depend 
on laws of states such as New York, California, Massachusetts, or 
Delaware for their creation as enforceable rules. Financial mar-
kets also have a critical overlay of federal rulemaking, such as 
the US securities, currency, and banking laws and regulations.

In the case of blockchain, its trust-creating nature can 
substitute for some of what law has traditionally done, but 
we believe that law and regulation will continue to play an 
important role for blockchain applications. This section will 
consider examples of legal intervention that will enable block-
chain activity by codifying its legal effect. Legal regulation 
will also aim to accomplish the traditional and linked goals 
of harm prevention and trust building; this section will exam-
ine these as well. In both cases, it will look at existing law 
and its possible application, along with changes that can be 
anticipated to deal with concerns specific to a blockchain and 
its operations.

One question is the degree to which these existing rules 
may apply to versions created, stored, or even executed via 
blockchain-enabled digital interaction. A critical existing law is 
the Uniform Electronic Transactions Act (UETA), promulgated 

Downloaded from http://direct.mit.edu/books/oa-edited-volume/chapter-pdf/2081051/c005500_9780262369534.pdf by guest on 08 December 2023



Policy and Fintech, Part I	 117

by the Uniform Law Commission.47 This 1999 draft law has 
been adopted, sometimes with some local variation, by most 
states; notable holdouts include New York and Illinois. UETA 
provides recognition for transactions recorded and “signed” in 
digital form, moving beyond paper to authorize digital origi-
nals. UETA’s prefatory note explains its goals and purpose:

It is important to understand that the purpose of the UETA is to 

remove barriers to electronic commerce by validating and effectu-

ating electronic records and signatures. It is NOT a general contract-

ing statute—the substantive rules of contracts remain unaffected 

by UETA. Nor is it a digital signature statute. To the extent that a 

State has a Digital Signature Law, the UETA is designed to support 

and complement that statute.

While not explicitly aimed at the fintech applications con-
sidered here, UETA’s scope would cover much of the world of 
contracts and instruments to be recorded or executed through 
a blockchain system, including the execution scripts often 
called “smart contracts.” UETA would not necessarily apply to 
the recording of one-party declarations that lack all the char-
acteristics of a transaction.

In the world of corporations and other business enterprises, 
some states specifically authorize the bylaws and shares of a 
corporation, or the operating agreement of a limited liability 
company, to be expressed in digital originals. For instance, 
§ 2.06 (b) of the Vermont Business Corporations Act provides 
that the bylaws “may be stored or depicted in any tangible 
or electronic medium.”48 Vermont and Wyoming are actively 
updating their laws to enable blockchain activity. More 
recently, Vermont adopted a subcategory of the limited lia-
bility company, the BBLLC, which explicitly addresses issues 
related to giving a legal framework to blockchain activities. 
The BBLLC has been used to create the first legally recognized 
decentralized autonomous organization (DAO) in the United 
States. Vermont has also enacted a statute to give explicit evi-
dentiary recognition to blockchain recording.
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5.3.2  Enabling Legislation II: Provisions That Could  
Be Added
Enabling provisions, such as those described in the preced-
ing section, may usefully apply to contracts and instruments 
relying on a blockchain platform, but most such provisions 
emerged outside of a fintech context. Targeted (fintech-
specific) laws are likely to prove useful in unleashing the full 
potential of fintech for economic commerce and finance. 
There is widespread use of “tokens” as objects of blockchain 
commerce. A token can be a strictly on-chain asset, like a bit-
coin, taking its existence and value entirely as a matter of the 
operation of the distributed ledger in which it is specified. A 
token can also be a representation of an off-chain asset, such as 
a parcel of land. This idea is not strictly a new one. For many 
years, parcels of land have been represented by deeds, effec-
tively paper-based tokens. Significant operational problems 
have emerged in these paper-based title registration systems, 
but blockchain-based replacements have not been problem-
free either.49 Shares of stock, checks, and the bills of lading 
used in international trade are other examples of this kind of 
legacy “tokenization.” There are well-developed laws govern-
ing paper tokens, but most of them interact with their physi-
cal, documentary nature and will fit badly with their digitized 
descendants.

For instance, the Uniform Commercial Code (UCC) is a 
widely adopted state-law approach to recognizing and struc-
turing a variety of commercial practices for these legacy tokens, 
including their use as negotiable instruments. “Negotiabil-
ity” is the property of an instrument, such as a check or note, 
intended to be passed from one owner to the next by a process 
of assignment. Traditionally, this required that the obligation 
be owed initially to “the order” of a particular person or com-
pany. That person, in turn, can make the instrument payable 
or due to a new holder by endorsement (typically through 
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signature) and a direction that the instrument is now payable 
to the order of that new holder. The magic words “to the order 
of” create this progressive negotiability, until an eventual 
holder cashes the check, demands payment under the note, 
or otherwise calls in the underlying bargain contained in the 
instrument.

A blockchain might manage much of this mechanism of 
successive token ownership. For instance, ownership transfer 
of a token representing virtual or actual currency on a block-
chain could do much of what a check accomplishes, without 
needing to involve a bank. Here the blockchain substitutes a 
somewhat different process for classic negotiation. To get bet-
ter legal recognition and to avoid a mismatch with existing 
law, the digital ledger practices would benefit from a specific 
set of rules in the UCC, either as an amendment to the exist-
ing provisions on negotiation or, perhaps more fruitfully, as a 
new article under the UCC itself.

Smart-contract-based escrow arrangements through a block
chain could also benefit from specific recognition. If you layer 
a digital triggering mechanism of some kind onto a blockchain 
currency transfer, you have created something that looks a lot 
like a traditional escrow agreement. As with negotiation, how-
ever, full implementation cries out for a set of rules tailored 
to the blockchain, and not just borrowed from other contexts 
with resulting gaps and compromises.

As these examples demonstrate, capturing the potential of 
blockchain as a vehicle for expressing and executing contracts 
and instruments will benefit from drafting and enacting well-
thought-out enabling provisions. Rather than standing away 
from traditional law, blockchain proponents should seek to 
collaborate with law-drafting bodies to develop intelligent 
solutions that could be enacted broadly in the United States 
and beyond.
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5.3.3  Harm Prevention and Trust Building I: Applications 
of Current Law
Again, the tasks of building trust in an application and of pre-
venting harm in its use, whether through predation or careless-
ness, often go hand in hand. The workings of financial markets 
can be opaque, even to relative experts. Blockchain technol-
ogy can compound the challenges of opacity. Both trust build-
ing and harm prevention can be seen as credence goods, which 
require that users believe in the honesty of providers, without 
the capacity to monitor them competently.50 The intervention 
of a respected regulatory structure can often enhance, rather 
than impede, markets in credence goods. Much of the regu-
lation of the issuance and trading of financial contracts and 
instruments targets this domain of harm prevention and trust 
enhancement. Large portions of this existing regulatory regime 
should apply to fintech innovations for these purposes.

Fraud—active predation through the use of misleading facts 
or the suppression of relevant information—is a classic target 
for preventive regulation in financial markets. The antifraud 
provisions of the US securities laws are numerous and have 
wide application. Some are ex ante requirements for filings, dis-
closures, and approvals for the initial offering and subsequent 
trading of covered securities. Some are classic ex post punish-
ments for fraudulent activity in the sale or purchase of a security.

The entry-level question is whether the object being traded 
is a security. This term covers a wide range of financial contracts 
and instruments, and it can include both blockchain-based 
and paper-based versions. The Howey test usually determines 
whether something is a security by asking whether “a per-
son invests his money in a common enterprise and is led to 
expect profits solely from the efforts of the promoter or a third 
party.”51 In 2017 the SEC released Report of Investigation Pursu-
ant to Section 21(a) of the Securities Exchange Act of 1934: The 
DAO (Exchange Act Rel. No. 81207, July 25, 2017). This report 
warns that cryptocurrency activities could trigger application 
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of the US securities laws, but it also finds, given the facts and 
circumstances of this particular case, that the SEC would not 
bring charges in the case of the DAO and its sale and exchange 
of DAO tokens. When a cryptocurrency is being organized and 
marketed by specific promoters and purchased by investors 
with the expectation of gain from the promoters’ efforts, as in 
the case of many ICOs, the currency is likely to be a security. 
Once the currency becomes an independent system operating 
without central control or promotion, it can stop having the 
characteristics of a security and fall outside the SEC’s jurisdic-
tion. An offering might also be exempt if the coins constitute 
“utility tokens,” representing a redeemable right of some kind, 
like a prepaid drink ticket at a charity event.

In 2017 and 2018 there was a boom in selling new crypto-
currency tokens. According to Cointelegraph (using data sup
plied by ICObench), 2017 saw 966 ICOs, and in 2018 this 
number jumped to 2,284.52 Only a handful of these have 
attempted compliance with the normal SEC-mandated pro-
cesses of registration, whether on a full-blown S-1 or via Regu-
lation A. Most either (1) sought out some exemption, such as 
the broad opening for sales to accredited investors under Rule 
506 of Regulation D, (2) claimed not to meet the Howey test, 
(3) avoided US jurisdiction on the initial token sales, or (4) just 
ignored the SEC and plowed ahead. These strategies have met 
with mixed success.

Early on, the SEC did provide some guidance on whether 
a particular token was a security, ruling in 2017 that “tokens 
offered and sold by a ‘virtual’ organization known as ‘The 
DAO’ were securities and therefore subject to the federal secu-
rities laws.”53 Staff speeches and actions revealed that estab-
lished cryptocurrencies, however, such as bitcoin and ether, 
would probably not be treated as securities.54

The SEC introduced an outreach program to help deal 
with advances in technology. In 2018 it launched a “FinHub” 
initiative, with the goal of providing “a resource for public 
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engagement on the SEC’s Fintech-related issues and initiatives, 
such as distributed ledger technology (including digital assets), 
automated investment advice, digital marketplace financing, 
and artificial intelligence/machine learning.”55 On May 31, 
2019, the FinHub staff hosted a public forum focusing on dis-
tributed ledger technology and digital assets, which drew con-
siderable interest.56 Policy clarity is still a work in progress.

Ironically, for some time the strategy of seeking compli-
ance with the SEC rules was among the least successful. Until 
2019, attempts at registration simply stalled in the SEC review 
process. In July 2019, a request by Blockstack to be allowed 
to make an ICO under Regulation A+ (effectively an abbrevi-
ated approach to a public offering) and under Regulation S to 
foreign buyers was finally approved after months of regula-
tory to and fro. The offering closed in November 2019 for a 
total of $23 million. It remains to be seen whether this really 
represents a serious thaw in the SEC’s willingness to approve 
cryptocurrency ventures.

The tactic of ignoring the SEC and plowing ahead has been 
the most dangerous because it may expose promoters to a 
number of channels for ex post punishment. The most gen-
eral of these comes under Section 10b of the 1934 Exchange 
Act and the related Rule 10b-5, which provides the following:

It shall be unlawful for any person, directly or indirectly, by the use 

of any means or instrumentality of interstate commerce, or of the 

mails or of any facility of any national securities exchange,

(a)	 To employ any device, scheme, or artifice to defraud,

(b)	 To make any untrue statement of a material fact or to omit 

to state a material fact necessary in order to make the state-

ments made, in the light of the circumstances under which 

they were made, not misleading, or

(c)	 To engage in any act, practice, or course of business which 

operates or would operate as a fraud or deceit upon any 

person,

in connection with the purchase or sale of any security.
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To the extent that any of the persons involved in a 
blockchain-based securities transaction are located in the 
United States, the blockchain itself would probably count as 
an “instrumentality of interstate commerce,” as would any 
other technology-based market or transaction platform. This 
rule creates liability for civil and criminal penalties by the gov-
ernment as well as a civil cause of action for the individuals 
and businesses harmed by the conduct. There is little doubt 
that a fraudulent blockchain transaction for securities that 
met the definitions and jurisdictional requirements of 10b-5 
could and would be prosecuted under current law.

Rule 10b-5 is hardly the only law that could apply in the 
case of blockchain fraud. The general federal law against “wire 
fraud” (18 U.S. Code §1343) would probably apply (the inter-
net or other vehicle for the chain providing the wire), as well 
as a number of state antifraud provisions.

As of early 2020, SEC application of its antifraud provi-
sions to ICOs has been spotty. The SEC has charged a few 
high-profile targets, but all the investigations to date have led 
to relatively light terms of settlement. For instance, in the 
2018 case of the Airfox tokens, sold under the label “AirTo-
kens,” the goal was a system for mobile telecommunications 
companies to offer rewards that customers could redeem in a 
variety of ways. The ICO raised approximately $15 million, 
which was intended to establish the technology and busi-
ness arrangements to support this ecosystem. While purchas-
ers needed to agree that they “were buying AirTokens for 
their utility as a medium of exchange for mobile airtime,” 
the facts showed that the reality of the transaction was quite 
different, and that the anticipation of appreciation was an 
important element in the investor motivation. The agreed 
remedial actions included a $250,000 fine, registration of 
the AirTokens as securities under the Exchange Act, together 
with the reporting involved, and an offer of rescission and 
repurchase to purchasers of the tokens. No criminal penalties 
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were assessed; private causes of action by token holders were 
preserved.57

The case of Paragon, described in the same release with 
Airfox, was similarly decided. Here, the tokens were “Para-
gonCoins,” which would be useful in an ecosystem intended 
to help the “cannabis community” become more accepted 
in  the mainstream. Elements in this process included pro
viding coworking spaces and various blockchain-based apps 
to support cannabis sales. The ICO raised approximately 
$12 million. Although the tokens were to have useful value 
in exchange for services organized by Paragon, the SEC con-
cluded that the prospect of appreciation was a critical factor 
in their purchase and sale. The remedial actions were similar: 
a $250,000 fine, registration of the ParagonCoins as securities 
under the Exchange Act, together with the requisite reporting, 
and an offer of rescission and repurchase to purchasers of the 
tokens. Here, too, no criminal penalties were assessed, and pri-
vate causes of action by token holders were preserved.

In more recent examples, the SEC in 2019 moved to enjoin 
sales of tokens being offered by Telegram Group Inc. and its 
wholly owned subsidiary TON Issuer Inc. The total at stake 
was reported to be $1.7 billion.58 And in February 2020, the 
SEC settled charges against yet another blockchain technology 
start-up, Enigma MPC, based in San Francisco and Israel. The 
ICO conducted by Enigma was deemed an unregistered offer-
ing of securities. In a now-familiar pattern, Enigma agreed to a 
claims process that would return funds to its investors, register 
its tokens as securities, file periodic reports with the SEC, and 
pay a $500,000 penalty.59

How has the SEC been doing? On the one hand, this 
enforcement has had serious consequences for the enterprises 
and investors involved; on the other hand, they represent a 
relatively small slice of the ICO activity that went forward with 
such ebullience in the cryptocurrency boom. As discussed ear-
lier, one commissioner has suggested that the way to solve this 
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uncertainty is to provide for a “safe harbor” for ICOs so that 
they can get to the circulation stage and function as currencies 
rather than investments.

A further tactic taken under existing securities law approaches 
involves requiring and certifying structures of private gover-
nance. This approach to “self-regulatory organizations” was 
set up under the Securities Exchange Act of 1934 and origi-
nally applied to stock exchanges such as the New York Stock 
Exchange and to the National Association of Securities Deal-
ers. More recent mergers and reorganizations have led to 
other organizations such as the Financial Industry Regulatory 
Authority. The idea is to let the organizations propose and 
report on their operations and governance rules and regula-
tions, subject to the approval of the SEC. The premise is that 
the organizations will know their business needs better than 
a regulator would, and should therefore be the source of the 
governance approach. Indeed, because many of these self-
regulatory organizations are now commercial actors that com-
pete with one another—for example, the market exchanges or 
central clearing houses—they are incentivized to offer com-
petitive products that are also viewed as safe and fair to the 
market participants who could choose to do business in a com-
petitor’s market. The regulator, on the other hand, can keep 
an eye out for abusive or otherwise objectionable practices 
that might find their way into the operations notwithstand-
ing the alignment of interests. Flexibility and generativity are 
provided for, while still avoiding predation and building trust.

While it has not yet happened, one could imagine the 
extension of this approach to blockchain providers, with the 
on-chain structures of process and operation for major tokens 
that have achieved utility status providing the rules of a self-
regulating organization, but still subject to regulatory oversight 
and review. The Libra Association has conceived something 
close to this, but oversight of a regulatory organization on a 
global basis is difficult; and watchers have raised concerns that 
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the association is nevertheless so tied to Facebook that it lacks 
real independence and objectivity. One such effort involves 
the identification of some 1.5 million legal entities through a 
Global Legal Entity Identifier (LEI) System, managed by a pri-
vate foundation that adheres to rules laid out and monitored 
by an informal (“charter based”) group of regulators from doz-
ens of countries.

5.3.4  Harm Prevention and Trust Building II:  
Developing New Law
Existing laws and regulations cannot do the entire job here 
either. New rules for preventing harm and building trust will be 
needed to deal with fintech-specific challenges. For instance, 
the ability to set up automatically executing contracts that 
cannot be rescinded is sometimes offered as an advantage that 
fintech could provide. That said, there may be circumstances 
of fraud or a mistake where it may be necessary to undo a non-
rescindable contract. How do you build a “reset button” into 
a fintech platform and keep the integrity that is a core part of 
it? Would it involve air gaps (physical separation of computers 
from network connections) and “ask the human to execute 
it” moments? What is the legal review and intervention that 
might be needed to trigger such a circumstance? Contracts fre-
quently contain severability clauses, which allow the contract 
to survive even where a particular offending clause is struck 
by virtue of a court decision. In such a case, could the code be 
written to allow the contract to function even without that 
clause? If not, could the contract be opened to have the rest 
rewritten so that it operates as newly intended? These ques-
tions are explored more fully in section 5.3.6.

As new products emerge, new rules may be needed. We still 
often envision financial innovations, such as blockchain tech-
nology, as better ways of doing things we already understand. 
We are only just beginning to anticipate the really novel pos-
sibilities for setting up and executing agreements and legally 
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active instruments. Disruptive change is happening, but it is 
hard to predict in advance. What we can anticipate is that law 
will be called on to do many of the things it already does to 
make a new technology trustworthy.

5.3.5  Coordination and Standard Setting
A final area for government activity at a general level is pro-
viding mechanisms for coordination and standard setting 
on the software that can be used to power the platforms and 
to express the terms of contracts and instruments in execut-
able code. While simply mandating such standards could be 
attempted, by and large the government seeks to be a catalyst 
and convener to help private actors agree on common stan-
dards. The National Institute for Science and Technology plays 
such a role, and this kind of activity with respect to the finan-
cial markets is part of the mandate of the OFR. Regulatory 
reporting (financial supervisors’ required information collec-
tions, in many cases republished for transparency) can itself be 
a form of standardization. On a global basis, the International 
Organization for Standardization (ISO) is a private body that 
develops standards but whose members include governments 
and whose standards are often baked into official mandates. 
The LEI, discussed above, adheres to ISO standard 17422, and 
ISO 20022 covers many financial messaging standards.

A possible step in this direction is the development of a 
“legal specification language” with the capacity to express and 
execute the permutations of event and consequence, which 
are central to many contracts and instruments. Such a lan-
guage could move blockchain technology, for example, from 
being a relatively passive ledger for establishing records of 
transactions to a platform on which their design and execu-
tion are carried out. “Smart contracts” and “smart securities” 
would become quickly computable objects in an ecosystem of 
like specifications. Elements of this language and system exist; 
creating the complete package will take not only time and 
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effort but also the kind of coordination and standard develop-
ment processes in which government can take an active and 
useful role.

5.3.6  Techno-legal Aspects of Smart Contracts
The internet technical community has taken an interest in 
smart contracts, for a number of their promising capabilities. 
Although smart contracts do not, in general, require a block-
chain platform, they are often viewed as an extension of the 
basic blockchain system found in the bitcoin system. A smart 
contract today is seen as an executable code that is designed to 
run on specific computing architectures. A given smart con-
tract may be executed on one computer (i.e., one node in the 
blockchain system), or it may be designed to run concurrently 
with other related copies of itself, or other smart contracts that 
are related to (or derived from) itself. The execution of a group 
of smart contracts may be designed to occur simultaneously, 
or the contracts may be executed in a cascading or interleaved 
fashion. These modes of execution may have dramatic ramifi-
cations for the outcome of the contract as a unit.

Another dimension of the smart contract paradigm is the 
fact that multiple parties are typically involved in the actual 
execution of the contract, including the originator of the 
smart contract, the computer/node owner or operator where 
the contract runs, external data sources, and the counterparty 
in the contract. These various entities need not reside within 
the same legal jurisdiction.

Today there are a number of open technical issues with 
regard to smart contracts that may carry legal implications, 
such as authenticated data sources, correct and complete 
execution, forensics and postevent evidence, and cross-
jurisdiction smart contract executions. All of these are possible 
targets for the kind of standard-setting activity in which gov-
ernment can play an important role.60
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