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Can Secure Patient-Provider
Messaging Improve Diabetes Care?

Sukyung Chung,1 Laura Panattoni,2
Jeffrey Chi,3 and Latha Palaniappan3

OBJECTIVE

Internet-based secure messaging between patients and providers through a patient
portal is now common in the practice of modern medicine. There is limited evidence
on how messaging is associated with use and clinical quality measures among patients
with type 2 diabetes. We examine whether messaging with physicians for medical
advice is associated with fewer face-to-face visits and better diabetes management.
RESEARCH DESIGN AND METHODS

Patients with diabetes who were enrolled in an online portal of an outpatient health care
organization in 2011–2014 were studied (N = 37,762 patient-years). Messages from/to
primary care physicians or diabetes-related specialists for medical advice were considered. We estimated the association of messaging with diabetes quality measures,
adjusting for patient and provider characteristics and patient-level clustering.
RESULTS

Most patients (72%) used messaging, and those who made frequent visits were also
more likely to message. Given visit frequency, no (vs. any) messaging was negatively
associated with the likelihood of meeting an HbA1c target of <8% (64 mmol/mol)
(odds ratio [OR] 0.83 [95% CI 0.77, 0.90]). Among message users, additional messages
(vs. 1) were associated with better outcome (two more messages: OR 1.17 [95% CI
1.06, 1.28]; three more messages: 1.38 [1.25, 1.53]; four more messages: 1.55 [1.43,
1.69]). The relationship was stronger for noninsulin users. Message frequency was
also positively associated, but to a smaller extent, with process measures (e.g., eye
examination). Physician-initiated messages had effects similar to those for patientinitiated messages.
CONCLUSIONS

Patients with diabetes frequently used secure messaging for medical advice in addition to routine visits to care providers. Messaging was positively associated with
better diabetes management in a large community outpatient practice.
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With the advance in communication technology using the internet and mobile devices
in recent years, internet-based secure messaging between patients and providers
through a “patient portal” is becoming a common practice in modern medicine
(1,2). Although this type of internet-based communication was launched mainly to
meet patient demands for convenience (3), there may be additional beneﬁts in chronic
disease management. Increased frequency of contact using telephone-based interventions, in addition to face-to-face visits, have shown improved outcomes for patients
with diabetes (4). Remote communication with providers using secure online messaging does not require patients’ time, effort, or cost to travel to clinicians’ ofﬁces, and the
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number of chronic conditions, and English
preference.
RESEARCH DESIGN AND METHODS
Study Setting

We used the natural variation in message
usage among patients as well as across
physicians. We used data from the electronic health records of a large, mixedpayer, multispecialty outpatient care group
practice organization in northern California.
The organization implemented a secure
messaging system embedded in the online
patient portal in 2002 (21). It became
freely available to anyone in 2011. However, not every patient used these services
because enrollment in an online portal account is voluntary and, of those who set up
an account, many did not actively use the
portal or secure messaging.
Study Cohort

Primary care patients with diabetes between 18 and 75 years of age in 2011–
2014 who were enrolled in the patient
online portal were studied. Primary care
patients were deﬁned each year as those
who made at least one primary care visit
during the year. Patients with diabetes
were identiﬁed as those who carried a
diagnosis of diabetes in their electronic
health record problem list (or current
problem).
Measures
Types of Messages Studied

Messages sent through a secure online
patient portal with a primary care physician (PCP) or diabetes-related specialist
(endocrinology, nephrology, ophthalmology, podiatry, or nutrition) were included.
In terms of topic area, we selected for
“medical advice request” messages only,
which were reviewed and answered by
clinicians, usually a physician. Nonclinical
communication related to other topics or
messages often handled by medical assistants or midlevel clinicians (e.g., appointment
request or reminder, routine medication renewal requests, or queries for scheduling,
billing-related, or technical issues) were
excluded.
Message and Visit Frequency

Multiple messages under a “subject”
were bundled as one “thread” and considered as a unit when counting the frequency of messages. When a subsequent
message under the same subject followed
in .4 days, the message and subsequent messages were treated as another

message. On average, there were 2.2
message exchanges within a thread. We
also identiﬁed whether the initial message was sent by a patient versus a physician. Visit frequency was deﬁned as the
number of visits to a PCP or diabetesrelated specialist, as listed above.
For visit frequency, indicators of two,
three, and four or more visits per year, respectively, were included in the regression
analysis. Note that we studied active primary care patients who made a visit to a
PCP or diabetes-related specialist, and thus
the referent category for ofﬁce visit frequency was 1 rather than 0. We then created a comparable set of variables for
messaging with indicators of two, three,
and four or more messages per year, with
the referent category of one message per
year, in addition to a variable indicating no
message (vs. any message).
Clinical Outcomes

We assessed several indicators of diabetes management in the Healthcare Effectiveness Data and Information Set (HEDIS)
established by the National Committee
for Quality Assurance (NCQA) and endorsed
by the American Diabetes Association
(22,23). This included HbA1c screening
and control (,8% [64 mmol/mol]), blood
pressure control (,130/90 mmHg), eye
examination, and medical attention for
nephropathy.
Analytical Approach

We ﬁrst used bivariate analysis to compare demographic and clinical characteristics between users and nonusers of
secure messaging, using a t test and x2
test. We used multivariate logistic regressions at the patient-year level. As one patient could be included up to four times in
the 4-year period of analysis, we accounted
for patient-level clustering using HuberWhite SEs.
The following covariates were taken
into account: frequency of visits and messages, patient age, sex, race/ethnicity,
English proﬁciency, insulin use, comorbidities, insurance type, number of years with
own PCP, as well as PCP sex, years of medical practice, department/specialty, and
number of patients with diabetes. In addition to the overall model, we conducted a
subgroup analysis based on age (18–64
vs. $65 years), insulin use (any vs. no insulin prescription during a year), number of
chronic conditions (one to two vs. three or
more), and preferred language (English vs.
other). Based on the parameters from the
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asynchronous nature of such communication can improve access and convenience
by allowing patients and clinicians to initiate communication at any time (5,6).
Leaders in medicine have recommended (7–10) that the locus of primary
care and chronic care delivery should expand beyond traditional ofﬁce visits to include alternative modes of communication.
Over-reliance on technology that leaves little room for in-person physical examination
and consultation, the most powerful tools
for diagnosis, can compromise in-person
interactions and be harmful to the patientprovider relationship (11,12). However, for
managing chronic conditions, effective
use of technology to assist and complement limited time for in-person visits may
augment the personal aspect of patientphysician interaction. Given the limited
face-to-face time with providers during
ofﬁce visit time and ongoing needs for
care management, between-visit electronic contacts may help manage diabetes.
There is limited evidence on how secure messaging affects patient-physician
face-to-face encounters and clinical quality of care among patients with type 2
diabetes. Messaging with providers could
be used as a substitute for traditional ofﬁce visits and thus be cost saving for patients and payers (5). Studies of patients
with diabetes found that increased use of
outpatient and inpatient care (13–15) improved diabetes care processes and outcomes (16–20) associated with the use of
patient portal or secure messaging with
providers. However, these studies were
conducted mainly as clinical trials of messaging linked with diabetes management programs or in integrated delivery
organizations, which may not be representative of how messaging is used in
community settings. They also did not explore these relationships in subgroups of
patients with additional communication
needs (e.g., language barriers) who may
be more likely to beneﬁt from messaging.
We examine how patients’ use of secure electronic messaging is associated with
the management of type 2 diabetes. Our
main research questions are whether and
for whom the use of secure messaging
with physicians for medical advice is associated with fewer face-to-face visits and improvements in the clinical outcomes of
diabetes. In addition to the overall association, we assessed the relationship of secure
messaging across patients with varying
needs in terms of frequency of visits, age,
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due solely to patient selection. Second, we
estimated an alternative model using an individual ﬁxed-effects model. In an individual ﬁxed model, only “within-individual”
variations over time in visit or message
frequency and clinical outcomes are
used to identify the relationship between
the two, because each person (at a different time point) serves as his/her own control. We also ran a difference-in-differences
model where the outcomes of the messaging patients, relative to the nonusers, was
compared before and after 1 January
2012 (the period after 2012–2014 included
a large expansion of secure messaging).
This model provides another approach
to mitigating the effects of selection bias
by comparing differences between the
two groups over time. Statistical signiﬁcance was determined at P , 0.05. All
of the analysis was performed in Stata

MP version 13.1 (College Station, TX).
The study was approved by the Institutional Review Board at the health care
organization.
RESULTS
Demographic and Clinical
Characteristics of Message Users
and Nonusers

A total of 20,655 unique patients (with
diabetes and enrolled in a patient online
portal) who made a visit to 394 unique
providers in 2011–2014 were included in
the study. Of those in 2014 (N = 15,316),
the average age was 57.2 years, 44% were
female, 21% received a prescription for insulin, and the average Charlson Comorbidity Index (24) (not counting age) was 1.9
(range 1–14) (Table 1). Patients made
3.8 visits on average to a provider during the year. See Table 1 for more details

Table 1—Patient and provider characteristics (2014)
Variables
Visit and messaging frequency
(minimum-maximum)
Any message
Message frequency among users (1–56)
Any patient-initiated message
Patient-initiated message frequency,
if any (n = 9,625) (1–40)
Any provider-initiated message
Provider-initiated message frequency,
if any (n = 9,691) (1–31)
Visits to a PCP or diabetes-related
specialist (1–45)
Patient characteristics (minimum-maximum)
Age, years (18–75)
Female
Insulin prescription
Comorbidities (Charlson comorbidity
index without age) (1–14)
Race/ethnicity
Non-Hispanic white
Black
Asian
Latino
Other race or race not reported
Non-English language preferred
Insurance type
Preferred provider organization plan
Health maintenance organization plan
Other insurance
Years with the PCP (0–15)
Provider characteristicsa
Female
Number of years of practice (4–45)
Number of patients with diabetes (1–178)

Overall
(N = 15,316)

Message user
(N = 12,485)

Message nonuser
(N = 2,831)

82
5.3 (5.5)
65
3.3 (4.0)
63
2.0 (2.1)
3.8 (3.0)

3.9* (3.1)

3.2 (2.6)

56.4 (11.7)
43
21

56.3 (11.7)
44*
22*

59.1 (11.7)
40
16

1.9 (1.3)

1.9 (1.3)

1.8 (1.3)

40
3
32
5
21
8

41*
3
32
4*
20
8

35
3
33
7
21
9

78
19
2
4.9 (3.7)

78*
20*
2
4.9* (3.8)

79
18
3
4.7 (3.3)

58
20.6 (8.9)
91.4 (44.3)

58*
20.4* (8.8)
91.1 (44.8)

54
21.3 (9.3)
92.8 (42.2)

Values are mean (SD) or percentages. The statistics in this table are from patients in 2014 only. Message frequencies are much higher in 2014 than from
2011 to 2013, respectively. Frequencies for other patient and provider characteristics are similar to other years. *P , 0.01. aPCP or diabetes-related
specialist that the patient saw the most during the year.
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regression model, we estimated the association between incremental change in messaging and ofﬁce visit and clinical outcome
measures.
One methodological concern is that
people who use secure messaging may be
more motivated patients and thus are more
likely to have better clinical outcomes solely
through better self-management. Such a selection issue may be reduced, but not eliminated, by limiting the study to those who
were signed up for the online portal. To
further address the issue, in sensitivity analysis, we assessed the possibility of selection
in two ways. First, we distinguished messages initiated by a physician from those
initiated by a patient. A signiﬁcant and comparable effect of physician-initiated (vs.
patient-initiated) messaging suggests an independent association due to the online
communication itself, rather than being
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Message Frequency and Its
Relationship With Visit Frequency

Over the 4 years, there was a steep increase in the proportion of online portal
enrollees who exchanged messages
with a provider, from 45% in 2011 and
73% in 2012 to 82% in both 2013 and
2014. Overall, 72% of patients (N =
37,762 patient-years) sent some messages during a year, 15% sent one message, 12% sent two messages, 9% sent
three messages, 7% sent four messages,
and 28% sent ﬁve or more messages.
Messaging users exchanged on average
4.9 message threads (i.e., messages) per
year (SD 4.7; range 1–59 messages), and a

majority were patient-initiated messages
(4.0 per year) compared with providerinitiated messages (2.4 per year). The frequency of messaging among users also
increased from 3.9 per year (2011) to
5.3 per year (2014).
Heavy message users (ﬁve or more
messages per year) also made more frequent visits (4.8 visits a year) than nomessage users (3.2 per year) (P , 0.01)
(Fig. 1). Moderate message users (two to
four messages per year) were also likely
to make slightly more visits (3.3–3.6 visits)
than no-message users (P , 0.01).
Relationship Between Messaging and
Visit Frequency and Clinical Outcomes

In multivariate regression, increased frequency of messaging was positively associated with HbA1c control. The odds
ratios (ORs) were 1.17 (95% CI 1.06,
1.28) for two messages per year, 1.38
(1.25, 1.53) for three messages per year,
and 1.55 (1.43, 1.69) for four or more
messages per year compared with one
message per year (all at P , 0.01) (Fig.
2). No message (vs. any message) was
negatively associated with the outcome
(OR 0.83 [95% CI 0.77, 0.90], P , 0.01).
(See Supplementary Fig. 1 for the relationship beyond four messages per
year). To a comparable but smaller, degree, increased visit frequency was positively associated with HbA 1c control

Figure 1—Relationship between messaging and visit frequencies. Differences among messaging
categories: 1, 2, 3, 4, and $5 messages (vs. 0) are statistically signiﬁcant at P , 0.01.

(range: OR 1.16 [95% CI 1.08, 1.25] for
two visits per year and 1.29 [1.18, 1.40]
for three visits per year to 1.46 [1.35,
1.58] for four visits or more per year,
compared with one visit a year). See
Supplementary Table 2 for OR (95% CI)
values for other predictors.
The association between visit and
message frequency and diabetes care
persisted, to a smaller degree, in other
quality metrics, which focused more on
“timely completion of recommended procedures” including screening of HbA1c,
eye examination, and monitoring of nephropathy (Supplementary Table 3).
The association was similar for patientinitiated versus physician-initiated messages (Supplementary Table 4). Further,
an increased frequency of messaging
had a signiﬁcant association with HbA1c
control in an individual ﬁxed-effects
model in which any unobserved individual characteristics (e.g., motivation) was
taken into account by using the same individual as its own control (Supplementary
Table 5). The difference-in-differences
model suggested that users of secure
messaging were better at achieving the
HbA1c target and that the difference between users and nonusers was larger during the period in which messaging was
widely used (Supplementary Table 6).
The interactive relationship between
messaging and visit frequency and
HbA1c control is plotted in Fig. 3. At any
visit frequency, the predicted probability
of meeting the guideline recommendation increased with additional messages,
as indicated by a nonoverlapping CI. For
messaging nonusers, additional visits did
not fully replace the additional messages
in meeting the HbA1c recommendation.
For example, patients who made one visit
and used three or more messages (predicted probability 6 95% CI = 83–84%)
were signiﬁcantly more likely to meet
the target than those who made four visits and sent no messages (80–82%).
The relative importance of messaging
versus visit frequency differed across subgroups. Increasing the message frequency
had a stronger and greater association
with HbA1c control than increased visits
among younger (age #64 years) patients
whose preferred language was English
and insulin users. The opposite (i.e., visit
frequency had a stronger association with
HbA1c control than message frequency)
was true for those who were $65 years
of age, had a preferred speaking language
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in patient and provider characteristics.
Overall patient and provider characteristics and visit frequencies were similar
in other years (Supplementary Table 1)
(25,26).
Compared with those patients who
were enrolled in the online portal but
did not send any messages during a year,
messaging users were more likely to be
younger, female, and non-Hispanic white
and to have had a longer relationship
with their own PCP. On average, message
users made 3.9 visits per year to a PCP
or diabetes-related specialists, whereas
message nonusers made 3.2 visits during
the year. These differences were statistically signiﬁcant (P , 0.01).
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other than English, or were insulin nonusers (Supplementary Table 7).
CONCLUSIONS

We used data from a real-world outpatient practice setting to estimate the effect of secure messaging with providers
of medical advice on measures of diabetes care. We found that secure messaging was associated with better clinical
processes and outcomes of diabetes

care with a dose-dependent relationship
such that an additional message was beneﬁcial for up to three messages per year.
Messaging use did not appear to replace
face-to-face visits among frequent visitors of the health care system, who
were also more likely to have complex
health problems, but it was associated
with slightly fewer visits among infrequent users of the health care system.
Overall, the association between an

Figure 3—Likelihood of meeting an HbA1c target of ,8% (64 mmol/mol) with increasing frequency
of messaging, given visit frequency. In the multilevel regression analysis, patient-level factors (age,
sex, insulin prescription, number of comorbidities, race/ethnicity, language preference, insurance
type, number of years with primary care provider) and provider-level factors (sex, number of years of
practice, number of patients with diabetes) and patient-level clustering are adjusted.
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Figure 2—Effect of visit and messaging frequencies on the likelihood of meeting an HbA1c target
of ,8% (64 mmol/mol). In the multilevel regression analysis, patient-level factors (age, sex, insulin
prescription, number of comorbidities, race/ethnicity, language preference, insurance type, and
number of years with primary care provider) and provider-level factors (sex, number of years of
practice, number of patients with diabetes) and patient-level clustering are adjusted. ref, reference.

additional message and outcomes was
larger than that of an additional inperson visit among those who saw providers at least annually. Provider-initiated
messages had an effect size that was comparable to that of patient-initiated messages, suggesting that patient motivation
may not be not the main driver of the
positive association.
Our ﬁndings were signiﬁcant in a diverse
and heterogeneous population, but outcomes varied across subpopulations. Messaging had a stronger association with
HbA1c outcomes for patients whose preferred spoken language was not English.
Electronic communication may have
complemented a limited duration for
in-person ofﬁce visit time for patients
who were #64 years of age and were
likely to be employed. Finally, Insulin
users may have received a greater beneﬁt
from messaging because of their disease
severity and need for close monitoring.
Our ﬁndings were largely consistent
with those of previous studies conducted
in a variety of practice settings. A welldesigned intervention study (18) demonstrated the effectiveness of a web-based
intervention for improving diabetes outcomes, but the study assessed the effect
of a resource-rich, short-term intervention
on targeted, selective participants. Thus, it
does not describe the effectiveness of secure messaging in community-based outpatient settings. In a study conducted in
an academic setting with a small number
of patients, messaging was associated
with improved HbA1c control but increasing the frequency of messaging was
not associated with better control (17).
This study did not account for a nonlinear
dose-response relationship, however.
Finally, a study conducted in a large integrated outpatient care setting (14)
also showed that messaging was associated with better glycemic control and a
higher rate of HbA1c testing adherence.
One earlier study (19) using data in the
same setting as ours reported that secure
messaging was associated with improved
processes of care (e.g., HbA1c screening)
but was not consistently associated with
clinical outcomes (e.g., HbA1c control).
There are several differences between
that study and ours, which may explain
the different conclusion. First, the current
study classiﬁed messaging frequency to
assess a nonlinear dose-response relationship. That is, we found that the incremental effect of messaging was no longer
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underserved populations. Third, the patient education level, which was not included in the study because of a lack of
data, may be a confounder between users
and nonusers of messaging. However, our
population consisted disproportionately
of people with a college or higher degree,
so any variation due to education level
may have been limited. Fourth, our study
did not include patient- or providerreported experiences. Although patients
are generally in favor of messaging
(27–29), providers have expressed mixed
opinions (30–32). Last, we did not study
the content of the messages or visits.
Classifying visits and messages based on
text information is complex and beyond
the scope of this study as it requires natural language processing. Future studies
investigating the content of visits and messages may ﬁnd a stronger association with
clinical outcomes if only those diabetesrelated visits or messages are studied.
In conclusion, patients with diabetes
frequently used secure online messages
for medical advice in addition to their
routine visits to care providers. This additional mode of communication with
providers was positively associated with
better diabetes management through
improved access to care, particularly for
patients with additional communication
needs (e.g., language barrier, multiple
chronic conditions). Although the effect
of messaging on the provider experience
and the total cost of care has yet to be
determined, secure messaging appears to
be used as a tool to complement, rather
than replace, in-person ofﬁce visits and
has a stronger beneﬁcial association
among patients with additional needs
for communication.
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