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A common denominator of Blockchain prototypes developed by governmental
organizations is that they will prompt questions from administrative superiors.
The primary question upper management will ask is, “With what laws and reg-
ulations must we comply if we want to open this service to the public?” More
often than not, leaders of Blockchain pilots will not have a good answer to this
question. This is because a large part of the legal community in the public sector
has not yet dealt with legal questions surrounding Blockchain. However, a clear
understanding of the legal implications involved will be required if Blockchain
is to reach its full potential in the context of public administration and interna-

tional organizations.

In the first half of 2018, the United
Nations Office for Project Services and
Blockchainpilots.nl, the Dutch govern-
ment’s pilot Blockchain program,
brought together a group of legal and
Blockchain  experts  from  The
Netherlands, Singapore, and the United
States to produce a research volume offer-
ing an introduction to the legal aspects of
Blockchain. This essay summarizes the
findings from that book.

GENERAL REMARKS ON
BLOCKCHAIN AND THE LAW

The decentralized nature of Blockchain
makes it possible to view existing struc-
tures, which often are based on central

databases, in a new light. This is evi-
denced by the rise of Bitcoin and other
cryptocurrencies; in a relatively brief
period, a financial system worth hun-
dreds of millions of dollars was created
without the involvement of any bank or
government. It is a system that is diffi-
cult to grasp within our current legal
frameworks, which is exactly why it is
interesting from a legal perspective.
There are regular calls for legislative
changes and new regulations due to the
existence of Blockchain technology.
However, when looking at Blockchain
on a transaction level, it is clear that
many legal questions about Blockchain
can be answered within current legal
frameworks.

88 innovations / Blockchain for Global Development II

Downloaded from http://direct.mit.edu/itgg/article-pdf/12/3-4/88/705282/inov_a_00278.pdf by guest on 17 May 2021




LAW IN A DECENTRALIZED for instance, if I am in The Netherlands
WORLD and I order a new pair of shoes from Italy
via the Internet, all that really matters is
that I get a good pair of shoes for a great
price. Where the shoes come from is not
legally relevant.

Blockchain technology takes the
transborder attributes of the Internet
from the level of information and com-
munication to the level of transactions
and contracts. The decentralized nature
of Blockchain means that the system no
longer needs to be linked to any legal sys-
tem. The nodes that form a Blockchain
can theoretically be located in any coun-
try in the world. However, a country also
can declare that its laws apply to any
nodes located within its borders. Should
the other nodes in the network reject the
applicability of these rules, the action of

We are used to the idea that crossing a
border changes a number of rules, from
which side of the road we drive on to fun-
damental rights stemming from the
United Nations Charter. The Internet has
now blurred those national borders: with
the press of a button on your computer,
you can conduct a legal transaction with-
in a country in which you are not physi-
cally located. Because our legal frame-
works are based on national borders, it is
highly relevant from a legal perspective
which country any legal act has been per-
formed in; this is relevant for which law
applies and which government has the
authority to enforce the law. However,
the actual relevance of the law is limited;
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the government in question means essen-
tially nothing. In other words, the lack of
a central database and a corresponding
central party means that governments
only have limited say about what does and
does not happen in a Blockchain. It is
interesting to see how a society deals with
such legal and organizational issues. Take,
for example, the Parity MultiSig Wallet.

Parity MultiSig Wallet

In July 2017, a “black hat” hacker—that is,
a hacker with malicious intentions—dis-
covered a flaw in the Parity MultiSig
Wallet. Basically, the “names” of the sig-
natories (the externally owned account
numbers) could be overwritten without
any checks, meaning that the hacker was
able to overwrite him-/herself as signato-
ry multiple times. This enabled the hacker
to sign the minimum required M times by
him-/herself and transfer funds without
authorization. This hack began on July 17,
2017.

The first victim of the hack was an
Ethereum startup that actually had ties to
some “white hat” hackers—ethical hack-
ers who look for flaws in systems and
warn others about any vulnerabilities they
find. The Ethereum startup immediately
warned the white hat hackers about the
suspicious activities. This resulted in a
race between the white hat hackers and
the black hat hacker(s).

An important element of Blockchain
is its transparency, which played a crucial
role in the counter-actions to the black
hats. Just as it is possible to see all transac-
tions in permissionless Blockchains, it is
also possible to search for smart contract
code, which means that the addresses of
other Parity MultiSig Wallets were easily
found. This is what the white hat hackers
did, and, using the flaw found by the black
hat hacker, they transferred the funds
from the vulnerable wallets into safe
accounts. They then posted on various
online platforms that, if the rightful own-

ers were missing their funds, they would
need to prove that the wallets belonged to
them, after which the funds would be
transferred to new, secure accounts. The
race ended with the black hat hackers get-
ting away with approximately $35 mil-
lion, while the white hat hackers recov-
ered almost $360 million. This is a good
example of unexpected governance
actions resulting from the characteristics
of Blockchain and the cooperation of the
Blockchain community.

THE USE OF BLOCKCHAIN
TECHNOLOGY IN CURRENT
LEGAL PRACTICE

Blockchain offers a different way of look-
ing at the current legal system. This does
not mean that Blockchain technology
does not raise important questions within
current legal frameworks; a number of
such questions are answered below. It is
possible that certain industry-specific reg-
ulations will apply to Blockchain; for
instance, a Blockchain in which electricity
is traded must meet the applicable regula-
tions within the energy industry.

Applicable Law

The decentralized nature of Blockchain
technology means it is not possible to
determine which laws apply generally to
Blockchain, because every legal area sets
the conditions for applicability within its
domain. Thus, it is conceivable that Dutch
civil law will apply to a Blockchain trans-
action while the German authorities can
levy taxes on the same transaction. In fact,
regulations from many different legal sys-
tems could apply to a Blockchain,
depending on the context.

At the transaction level, it is usually
quite clear which laws apply. If a
Blockchain transaction is executed
between two parties in the same country,
then the civil law of the country in ques-
tion generally will apply." However, inter-
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national private law will have to deter-
mine which civil law applies to a transac-
tion between parties from different coun-
tries. For example, if a transaction takes
place between parties from two different
European Union countries, the Rome II
Regulation creates a harmonized set of
rules to govern the choice of law in civil
and commercial matters (subject to cer-
tain exclusions) concerning non-contrac-
tual obligations. The general rule is that
parties can decide in advance among
themselves which laws apply to their
Blockchain transaction. If they do not do
so, then the laws of the country where the
characteristic performance is executed
will generally apply.

Identity in a Blockchain

All transactions on open (non-permis-
sioned) Blockchains are public. This does
not mean it is always clear who has exe-
cuted the transactions in a public
Blockchain. In the Bitcoin Blockchain, for
example, all users have a public key and
there is no way to determine who is
behind a key. It also is not possible to
determine who is behind a specific
account through a central organization
because no central organization regulates
the Bitcoin Blockchain.>

In practice, this could lead to prob-
lems. If you do not know who you are
transacting with on a Blockchain, it is
practically impossible to take that party to
court if something goes wrong with the
transaction. It is conceivable, for instance,
that you make a payment with Bitcoin
and accidentally enter an additional zero,
which means ten times as many Bitcoins
as intended are transferred to the receiv-
ing party. If such a transaction had taken
place through a bank, it would be relative-
ly simple to find out the identity of the
receiving party and force repayment judi-
cially. For a Blockchain transaction, find-
ing out the identity of the receiving party
is simply much more complicated.

innovations / volume 12, number 3/4

Several initiatives are under way to
develop a way to link the biological iden-
tity of a person to a digital identity by
means of a Blockchain or otherwise.

Human Rights and Blockchain

From a human rights perspective,
Blockchain is both a gift and a threat. The
right not to be discriminated against, to
privacy, and to remedy are especially at
risk. To make sure the positive impact
greatly outweighs the negative, human
rights must be taken into consideration
from an early stage in the development
and implementation of Blockchain appli-
cations, as well as in broader discussions
about the governance of Blockchain and
related technologies. Human rights by
design is a crucial principle, as many of
the human rights issues identified in this
article can only be tackled in the begin-
ning phase of a new application. The right
to privacy is especially vulnerable in this
context because of the special Blockchain
characteristic that data, once submitted,
cannot be changed or deleted. This means
that mistakes made with regard to per-
sonal data cannot be undone. Moreover,
whereas the right to privacy requires con-
sumers’ informed consent for the use of
personal data, there is a risk that
Blockchain applications are so technically
complex that they will defy the average
person’s understanding.

Even though businesses and other
private actors have the responsibility to
respect human rights, they tend to need
encouragement from the government,
especially where human rights-friendly
solutions cost money. This means that
states should actively follow develop-
ments, participate in debates, and actin a
timely manner to get their regulatory
bodies in order. They must make choices
that promote and reinforce human rights
before the technical reality makes those
choices for them.
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A considerable number of the points
made in this article are not exclusively rel-
evant to human rights but stem, rather,
from a more general unease between the
current legal paradigm, which has a
human focus, and the digital paradigm,
which is binary in nature and applies a
logical, mathematical focus. This tension
will only increase as Blockchain technolo-
gy enters the phase of autonomously cre-
ating smart contracts and autonomous
organizations. Not all technologies are the
same, however. For instance, there is a
fundamental difference between permis-
sioned Blockchains and unregulated, per-
missionless Blockchains. As permissioned
or regulated permissionless Blockchains
run by certain rules, they can be regulated
more easily and forced to fit into current
legal systems. Unregulated permissionless
Blockchains, however, pose some funda-
mental challenges in terms of governabil-
ity and accountability that cannot easily
be solved. They call for multidisciplinary,
multistakeholder debate about how to
make sure they live up to their revolution-
ary potential in a way that is consistent
with human rights and the rule of law.
Technological experts and lawyers have
so far operated more or less independent-
ly; the challenges outlined in this article
make it clear that this cannot continue.
Legal and technical experts need to team
up to devise solutions that are technically
feasible and respectful of human rights.

Blockchain and the UN

Use of Blockchain protocols in develop-
ment is as new as it is promising. The UN
system is in a unique position to apply
these protocols, due to the reach of its
operations, its independence, and its
institutional experience. Because organi-
zations in the UN system have enough
regulatory flexibility to work with and
refine Blockchain platforms under cur-
rent circumstances, UN activities might
serve as a kind of test lab both for

Blockchain systems and for new regulato-
ry approaches to Blockchain-based inter-
national transactions. As noted at several
points in this chapter, a solution to the
lack of direct hierarchical representation
within complex Blockchain systems could
be the creation of third-party entities to
serve as contractual intermediaries
between decentralized autonomous
organization-type communities and regu-
latory mechanisms or third-party part-
ners.

Some have suggested that the United
Nations Commission on International
Trade Law (UNCITRAL) play a central
role in outlining a regulatory framework
for this process.*> Within existing UNCI-
TRAL works, including the Model Law on
Electronic Commerce, the Model Law on
Electronic Signatures, the Convention on
the Use of Electronic Communications in
International Contracts, the Model Law
on Electronic Transferable Records, and
others, it appears that these existing struc-
tures can account for the use of
Blockchain exchange systems with some
flexibility. However, enough exceptions
exist to provide incentive for UNCITRAL
to develop new works to account directly
for  cryptocurrencies and  other
Blockchain-enabled transactions. For
example, Koji Takahashi notes that the ST
Model Law defines the word “money” as
legal tender authorized by a state.*
Bitcoin and other cryptocurrencies could
meet this definition if a state legally
adopted it as valid currency but, looking
further, a cryptocurrency cannot qualify
as a “tangible asset” under ST Model Law
Article 2(Il) and therefore cannot be treat-
ed directly as money under this regulato-
ry model.> It is therefore recommended
that UNCITRAL develop new works
specifically to provide an international
model for the regulation of cryptocurren-
cies. While current frameworks regulat-
ing international financial transactions do
not tend to disallow the use of cryptocur-
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rencies per se, if such mechanisms are to
become a stable and widespread source of
development funding, it is inevitable that
more fine-tuned regulatory structures will
arise to deal with the inevitable conflicts
that arise.

UNCITRAL, with its resources and
history of legitimacy in this area, is ideally
situated to step into this niche.* Given
that the UN public mandate puts UN sys-
tem organizations in a position to be early
developers for a range of Blockchain pro-
tocol types, it is especially appropriate,
and reflective of its international account-
ability, that the UN system take on a cor-
responding normative role.

! Deviation from this is only possible if the
parties have agreed by contract that a
different law applies.

% The legal entity behind a public key is
generally known to the party that
exchanges Bitcoins or other cryptocurrency
into euros or dollars. Investigative services,
for example, could find out who is behind
a transaction in the Bitcoin Blockchain
through this exchange office.

* de Caria, Riccardo. A Digital Revolution in
International Trade? The International
Legal Framework for Blockchain
Technologies, Virtual Currencies and Smart
Contracts: Challenges and Opportunities.
UNCITRAL, 2017.

+ Takahashi, Koji. Implications of the
Blockchain Technology for the UNCITRAL
Works. Available at
https://onedrive live.com/?authkey=%21A
MLDD]Jc03VocQms&cid=431D6C57123F9
0CF&id=431D6C57123F90CF%212163&pa
rId=root&o=0OneUp, p. 9.

> Takahashi, Implications of the Blockchain,
p. 10.

6 Takahashi, Implications of the Blockchain,
p. 9.
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