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While a majority of accidents and malfunctions in complex engineered systems are attributed to human error, a closer inspection would reveal that such mishaps often emerge as a
result of complex interactions between the human- and component-related vulnerabilities.
To fully understand and mitigate potential risks, the effects of such interactions between
component failures and human errors (in addition to their independent effects) need to
be considered early. Speciﬁcally, to facilitate risk-based design, severity of such failures
need to be quantiﬁed early in the design process to determine overall risk and prioritize
the most important hazards. However, existing risk assessment methods either quantify
the risk of component failures or human errors in isolation or are only applicable during
later design stages. This work intends to overcome this limitation by introducing an
expected cost model to the Human Error and Functional Failure Reasoning (HEFFR)
framework to facilitate the quantiﬁcation of the effects of human error and component failures acting in tandem. This approach will allow designers to assess the risk of hazards
emerging from human- and component-related failures occurring in combination and identify worst-case fault scenarios. A coolant tank case study is used to demonstrate this
approach. The results show that the proposed approach can help designers quantify the
effects of human error and component failures acting alone and in tandem, identify
worst-case scenarios, and improve human-product interactions. However, the underlying
likelihood and cost models are subject to uncertainties which may affect the assessments.
[DOI: 10.1115/1.4050402]
Keywords: design theory and methodology, risk-based design, human-in-the-loop-design,
risk assessment, human reliability assessment, systems design

1 Introduction
While the rate of component failure related incidents has
decreased signiﬁcantly in the past few decades [1], the rate of
human error-related incidents has not decreased at the same pace
[1]. Consequently, a majority of accidents and performance losses
in complex engineered systems are attributed to human errors [2].
For instance, around 80% of accidents in high-hazard industries,
such as offshore drilling and aviation, are attributed to human
errors [3,4]. However, a closer look would reveal that component
malfunctions and poor design often act in tandem with human fallibilities to produce the resulting mishaps [5]. Hence, to prevent
potential hazards, it is vital to understand how the interactions
between component- and human-related fallibilities affect the
system in addition to how they affect the system independently.
Furthermore, it is important to mitigate these hazards early in the
design process—before costly design commitments are made—to
prevent costly late-stage design changes and rework [6]. One way
to approach this problem is to quantify the risk of the independent
and interaction effects of component failures and human errors early
in the design stages to identify potential hazardous fault scenarios
and prioritize them so that appropriate mitigation strategies can be
built into the design early on.
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Traditionally, engineers have used Probabilistic Risk Assessment
(PRA) to assess potential risk by quantifying the probability and
severity of failures [7]. The risk of component failures and human
errors is assessed separately using component failure assessment
techniques and human reliability assessment methods later in the
design stages [7]. Methods such as Fault Tree Analysis (FTA)
[8], Event Tree Analysis (ETA) [9], and Failure Modes and
Effects Analysis (FMEA) [10] are used to quantify the risk and
severity of component failures. Human reliability assessment techniques such as Systematic Human Error Reduction and Prediction
Approach (SHERPA) [11] and Technique for Human Error Rate
Prediction (THERP) [12] are used to quantify the risk and severity
of human errors. While these approaches can be used to identify
hazardous scenarios involving component failures or human
errors independently, they are not capable of identifying the combined effects of human errors and component failures because
none of these methods allow the detailed assessment of component
failures and human errors in combination. Also, these are not
optimal to be used at the early design stages since they require
detailed system/component models. Similarly, early design stage
quantitative risk assessment methods such as COBRA (Conceptual
Object-Based Risk Analysis) [13], Risk in Early Design (RED)
Method [14], and Conceptual Stress and Conceptual Strength Interference Theory (CSCSIT) [15] only assess the risk of component
failures, giving minimal insight relating to human errors. In
summary, existing risk assessment methods are limited because
they either assess human error and component faults in isolation
or are only applicable during the later design stages.
Recent research has introduced the Human Error and Functional
Failure Reasoning (HEFFR) Framework to assess the effects of
human errors and component failures in combination in the early
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Quantifying the Combined Effects
of Human Errors and Component
Failures

2 Background
This section provides a background about the methods used in
this paper. First, we discuss the HEFFR framework and the automated scenario generation technique. Then, we explore the
methods used to quantify the probability of failure and human
error to build the foundation for the likelihood of occurrence calculation. Finally, we explain the theoretical basis for using expected
cost in risk quantiﬁcation.
2.1 Human Error and Functional Failure Reasoning. The
HEFFR [16,17] framework was developed to assess the systemlevel effects of component failures and human errors acting in combination during the early design stages. As shown in Fig. 1, the
HEFFR framework extends the Functional Failure Identiﬁcation
and Propagation (FFIP) [22] framework (highlighted by a dotted
box in Fig. 1) by introducing the modules Action Sequence
Graphs (ASG), action classiﬁcations, and action simulation to
represent the human aspects of the failure assessment. FFIP uses
a functional model, which is created by decomposing the system
using the functional basis for engineering design [23] method and
a conﬁguration ﬂow graph to represent the generic components fulﬁlling each function. HEFFR uses ASGs to represent humanproduct interactions through a graph that captures the human
actions that need to be performed to interact with each component
that require human interactions in the order that they are executed.
The HEFFR framework uses component behavior models and
action classiﬁcations to simulate faults. The component behavior
model deﬁnes all possible behavior modes of each component in
the conﬁguration ﬂow graph. The action classiﬁcations describe
all possible nominal and faulty states of each human action in the
ASGs. The framework takes fault scenarios as inputs to produce
101703-2 / Vol. 143, OCTOBER 2021

Fig. 1 The architecture of human error and functional failure
reasoning framework [18]

functional failures, human errors, and their propagation paths as
outputs. Based on the input scenario, the action simulation determines the state (nominal or faulty) of each action in the ASGs,
which are then used to identify the human-induced behavior of
components with human interaction. The behavior simulation
tracks the behaviors (human-induced and non-human-induced) of
components using the conﬁguration ﬂow graph. Finally, the functional failure logic determines the functional health using the functional model and the behaviors modeled in the behavior simulation.
The simulation is time-based, where each time-step is a discrete
system state. More details on how to model a system and simulate
faults using HEFFR can be found in Ref. [16].
As a follow up to HEFFR, an automated scenario generation
technique [18] was developed to generate a majority of the potential
fault scenarios so that designers do not need to identify scenarios
manually. The technique uses a modiﬁed depth-ﬁrst search to traverse through all possible combinations of human-induced and
non-human-induced component behaviors to generate scenarios
that can result in systems’ critical functions failing. The algorithm
also generates all possible human action state combinations that
can result in human-induced behaviors to identify the system-level
impact of human interactions. In the tree search, each branch is a
scenario, and each level in a branch is viewed as a time-step. A userdeﬁned number limits the maximum number of time-steps (or levels
in a branch). When a new event is introduced in a time-step, no
more events are introduced for a user-deﬁned number of time-steps
to assess the cascading effects of failures. The events in each timestep are considered to be independent unless they are allowed to
propagate. The algorithm performs a HEFFR assessment at each
time-step to determine if the critical functions have failed. When
the critical functions have failed, the results are recorded, and the
next scenario is generated. Scenarios are generated until all possible
combinations of behavior modes are executed at each time-step.
More details on the automated scenario generation are available
in Ref. [18].
HEFFR simulations outputs the input scenarios (HEFFR input at
each time-step for each scenario), resulting functional health (at
each time-step for each scenario) of the system, and all possible
human action classiﬁcation combinations that result in
human-induced component behaviors. Since the search of component behavior mode combinations is exhaustive, it can generate a
large number of scenarios. The authors encourage designers to
use data mining techniques to create risk metrics that are tailored
to their needs. While this approach enables designers to mine
important information such as the shortest event sequence to
failure, the likelihood of a particular behavior mode being present
during a failure, and the possibility of speciﬁc faulty human
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design phase [16,17]. The framework takes inputs from an automated scenario generation technique that generates fault scenarios
using all possible combinations of human-induced and
non-human-induced component behaviors to identify the resulting
functional failures, human errors, and their propagation paths
[18]. This approach enables designers to generate a large number
of potential fault scenarios that result in critical functions failing.
However, as of yet, the HEFFR framework does not quantify the
risk of resulting failures, limiting the designers’ ability to identify
and mitigate high-risk scenarios.
In this paper, we address this limitation by developing a cost and
probability model to quantify the relative impact (and thus priority)
of critical event scenarios [19]. To calculate the likelihood of occurrence of critical events, we consider both component failure and
human error probabilities, using traditional reliability engineering
principles to estimate component failure probabilities and the
Human Error Assessment and Reduction Technique (HEART)
[20] to estimate human error probabilities. To quantify the relative
importance and priority of failures, we adapt the expected cost of
resilience metric developed in Ref. [21], which deﬁnes expected
cost as the multiplication of the modeled probability and cost of
the scenario. We then demonstrate and study the use of these
metrics in HEFFR using a liquid coolant tank case study. The goal
of using these metrics in HEFFR is to identify highest priority scenarios that include component failures, human errors, or combinations
of both and enable the use of failure costs in design trade studies to
motivate design. One could then use this assessment to identify critical points of human intervention and use this information to motivate design of the physical system (e.g., components), electronic
system (e.g., control logic and interfaces), and human system (e.g.,
best practices and training materials). However, models of risk in
these systems have implications to how best to account for risks in
the design process and may additionally be subject to model and
parameter uncertainties. Thus, the results of this demonstration are
additionally used to understand the beneﬁts and limitations of
using risk metrics in human-component fault modeling.

actions being present in human-induced behaviors, such metrics do
not quantify risk in terms of likelihood and severity. Without risk
quantiﬁcation, designers will not be able to prioritize fault scenarios
to implement design solutions. This paper aims to overcome this
limitation by introducing a probability and cost model for HEFFR
analysis to quantify the risks of human- and component-induced
failures.

−λt

Pf = 1 − e

(1)

Human reliability assessment methods are used to quantify the
human error probability in probabilistic risk assessment [7]. One
common human reliability assessment method, THERP [12], uses
event trees to model human errors and quantify them, giving
minimal consideration for performance shaping factors. The Standard Plant Analysis Risk (SPAR-H) [27] method classiﬁes tasks
as action, diagnosis, or mixed based on them being physical, cognitive, or both, respectively. SPAR-H calculates human error probability using the task type, system operation status, task
dependencies, and performance shaping factors. HEART [20]
uses generic human error probabilities and performance shaping
factors (called Error Producing Conditions (EPC)) to calculate
human error probability. The generic human error probabilities
and EPC factors in HEART have been adapted and tailored to
several industries including aviation [28], nuclear power [29],
railway [30], and maritime [31].
This research uses HEART and SPAR-H to calculate human
error probability because these methods are easy to use, integrate
well with the HEFFR framework, apply to a variety of industries,
and have the most potential to predict human error probability
with the minimal information available in early design. The
probability of the component behavior modes is calculated using
the exponential probability distribution described above,
following processes previously outlined for early design reliability
prediction [32].
2.3 Cost in Risk Assessment. In probabilistic risk assessment,
it is necessary to assess the severity of failures so that risks can be
prioritized and managed in proportion to their impact. Typically,
FTA and ETA do not assess this severity of consequence(s),

(1) the ordinal scale for probabilities and severities distorts the
relative impact of each since fault probabilities and costs
often vary over orders of magnitude,
(2) RPNs calculated by different project groups on different
systems may not correspond to the relative risks of their subsystems because each number is subjective, and
(3) there is no formal method to trade RPN for other desirable
design attributes (e.g. to prescribe a risk-mitigating feature).
As a means of overcoming these limitations, expected cost has
been presented as an alternative framework to design for risk
[33–35]. When quantifying risk as an expected cost, the occurrence
is quantiﬁed using the estimated number of times a failure scenario
is to occur while the severity is quantiﬁed in terms of the cost
incurred if that scenario occurs, according to:

n(s) ∗ C(s)
(2)
C = E {C(s)} ≈
s∈S

s∈S

where S is the set of fault scenarios, n(s) is the lifetime number of
occurrences for a scenario, and C(s) is the modeled cost of a fault
scenario. Expected cost can be used both for risk and resilience
quantiﬁcation for design optimization [36–38]. To integrate
expected cost quantiﬁcation with fault modeling tools, Ref. [39]
considers three main costs: cost of failure, cost of repair, and cost
of partial recovery [21]. Costs can also be added for risk using existing safety cost schedules (e.g., Ref. [40]), provided one is at liberty
to do so. This work adapts this quantiﬁcation of expected cost to the
HEFFR framework to enable designers to prioritize and make sense
of hazards given by a large set of fault scenarios.

3 Methodology
The objective of this research is to aid designers identify and prioritize high severity fault scenarios that result from the interactions
between component failures and human errors (in addition to the
scenarios that result from them acting independently) during the
conceptual design stage. We use two metrics—the likelihood of
failure and expected cost—to achieve this goal. This is done by processing the output of HEFFR to calculate the above metrics using
cost and probability models. The following deﬁnitions will be
used for the terms event and scenario for the rest of this paper:
• Event: the behavior state of components and the human action
classiﬁcation states in a time-step
• Scenario: a collection of events
A sample output for a HEFFR assessment of one scenario is presented in Tables 1 and 2. Table 1 shows the critical event input at
each time-step and the resulting health of functions. Table 2
shows the human action classiﬁcation combinations and the resulting human-induced behaviors of a component.

Table 1 HEFFR sample result: fault scenario input and resulting functional failures
Critical event scenario (HEFFR input)

Functional failure (HEFFR output)

t

Generic component (GC) 1

GC2

GC3

Function (F) 1

F2

F3

0
1
2
3

Nominal Behavior Mode (NBM) 1
Faulty Behavior Mode (FBM) 1
Human Induced Nominal Behavior (HINB) 1
Human Induced Faulty Behavior (HIFB) 1

NBM1
FBM1
FBM1
FBM2

NBM1
NBM2
NBM2
FBM2

Nominal (N)
Degraded (D)
N
Failed/Lost (L)

N
D
D
D

N
N
N
L
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2.2 Probability of Failure in Risk Assessment. Traditionally,
engineers have relied on probabilistic risk assessment methods to
quantify the risk of failure [7]. Probabilistic risk assessment is the
quantiﬁcation of the risks due to hazards in terms of severity
(how bad the hazard is) and occurrence (how likely it is to occur)
[24]. FTA and ETA are traditionally used to assess the risk of component failures during probabilistic risk assessment [25]. FTA [8]
builds a tree of set relationships of events that must be satisﬁed
for a hazardous top-event to occur. ETA [9], on the other hand, is
used to assess all success and failure outcomes of a speciﬁc initiating failure event. Both methods rely on principles from reliability
engineering to calculate the probability of failure [7]. When a constant failure rate is assumed, an exponential probability distribution
can be used as in Eq. (1) to calculate the probability of failure (Pf) of
a component [26] where λ is the failure rate and t is the operation
time

leaving the assessment up to the judgment of the designer. Severity
is, however, assessed in detail in FMEA to prioritize faults and give
details of the failure mechanisms and consequences [25]. In FMEA,
each of these (as well as rate of detection) is rated on a 0–10 scale
and multiplied into a risk priority number (RPN = Severity * Occurrence * Detection). However this approach has a number of limitations [33,34]:

Table 2 HEFFR sample result: human action classiﬁcation combinations and resulting human
induced behaviors of component 1
Human actions inputs
Action 1
Nominal Action Classiﬁcation (NAC) 1
Faulty Action Classiﬁcation (FAC) 1
FAC2
NAC2

A2

A3

Resulting human-induced component behavior

NAC1
NAC1
FAC1
FAC1

NAC1
NAC1
NAC2
FAC1

Human Induced Nominal Behavior (HINB) 1
HINB 1
Human Induced Faulty Behavior (HIFB) 1
HIFB1

i∈NF

i∈NF

b∈FC

To adapt this cost model to the system of interest, immediate cost
and the cost of lost performance must be speciﬁed for the “Lost”
and “Degraded” states of each function, as well as the repair
cost and recovery time for each behavior mode of each component,
which may be estimates based on historic data. Any safety costs
can be incorporated using cost schedules applicable to the industry
(e.g., Ref. [40]). The cost of a scenario is calculated based on the
functional status and the behavior modes of the components in
the ﬁnal time-step (i.e., t = 3 in Table 1) of a scenario. We use
Eq. (4) to calculate the expected cost of failure of the system CF,
where T is the life-cycle time, λs is the failure rate of the scenario,
Cs is the cost of a scenario calculated in Eq. (3), and F is a set of
failures. Since HEFFR output scenarios are only those that cause
the critical functions to fail, this cost calculation is only tabulated
for those failures, which may be an incomplete set. Since the probability of failure is deﬁned as in Eq. (1), the term Tλs in Eq. (4) is
calculated using Eq. (5), where Ps is the probability of the failure
scenario.

CF =
Tλs Cs
(4)
S∈F

Tλs = −ln(1 − Ps )

(5)

3.2 Calculating the Likelihood of a Scenario. In this model,
the behaviors of components in a time-step and the events instantiated between time-steps are considered independent. This assumption is made for simplicity and because the HEFFR simulation
accounts for failures through the functional health of the system
and the cascading effects of failures through the automated scenario
generation. That is, when a new event is introduced to a scenario, no
further events are introduced for a user-deﬁned number of timesteps and the simulation allows the failures to propagate at the functional level. Hence, the interdependent failures will be assessed
through their propagation at the functional level, so each event in
a scenario can be thought of as an independent initiating event.
101703-4 / Vol. 143, OCTOBER 2021

Moreover, when an event has multiple faulty component behaviors
present, each faulty behavior is considered to be independent of the
others. Since the scenario generation considers all possible combinations of behaviors, cascading effects of every faulty behavior
occurring alone or in tandem with others will be evaluated during
the simulation. This is done mainly for simplicity; while more
detailed models, such as Markov Chain Monte Carlo models or
Bayesian graphs, represent events or behaviors as probabilistically
dependent [41], these methods rely on transition probabilities which
may be difﬁcult to specify in the early design stages.
3.2.1 Calculating the Probability of Non-Human-Induced
Behavior Modes. The probability Pf of a component operating in
a faulty behavior mode is calculated using Eq. (1), assuming a constant failure rate (λ) and an exponential probability distribution. For t
in Eq. (1), the expected product lifetime should be used. The probability of a component operating in a nominal behavior mode (Pn) is
determined using Eq. (6). We recommend using Nonelectronic
Parts Reliability Data (NPRD) and Electronic Parts Reliability
Data (EPRD) to source component failure rates. These documents
are created through a rigorous data collection process where historic
failure events, maintenance records, and published data are used to
present component failure rates [42,43]. NPRD and EPRD consider
a component to be failed when a part is repaired/replaced, and the
failure symptoms were no longer present [42,43], meaning that
human-induced behavior modes of components are not considered
during the failure rate calculations.
Pn = 1 − P f

(6)

Failure Mode/Mechanism Distributions (FMD) publishes the
probability of failure modes and mechanisms of components,
given that there is a failure [44]. The data is sourced and scrutinized
similar to NPRD and EPRD [44]. When a component is in a
nominal behavior state, the probability of the current behavior of
a component Pc is equal to Pn. When a component goes to a
faulty behavior mode from a nominal state, data from FMD can
be used to calculate the probability of a speciﬁc faulty behavior
mode Pfb using Eq. (7), where Pfm is the probability of a faulty behavior mode given that a failure is present. In that case, Pc is equal to
Pfb. When a failure mode is already present for a component, Pc is
equal to Pfm of the current behavior mode, because a component that
is in a non-human-induced behavior mode needs to be repaired to
go back to a nominal state, making the probability of it returning
to nominal 0. A failure mechanism is the process that caused the
failure, whereas a failure mode is the effect of the failure observed
[44]. In HEFFR, the behavior modes of components are similar to
failure modes. Hence, only the failure mode probabilities need to
be sourced from FMD. Since FMD does not distinguish between
the probabilities of failure modes and mechanisms [45], failure
mode probabilities need to be normalized to omit the mechanism
probability distributions. For instance, if a component has two
modes and a single mechanism, each mode has a distribution probability of 0.2 and 0.3, and the mechanism has a distribution probability of 0.5, the normalized probabilities of the modes will be 0.4
and 0.6, respectively.
P fb = P f · P fm

(7)
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3.1 Calculating the Cost of a Scenario and the Expected
Cost of the System. The costs of a scenario come from disruptions
to safety and performance and required repairs [21,39]. To quantify
these costs, we use Eq. (3), where Cs is the cost of a scenario, Cf
is the immediate cost (e.g., due to safety impacts), Cp is the performance cost (e.g., due to lost functionality), tr is the time to recover,
Cr is the cost of repair, NF is the functions in faulty states, and FC
is the components in faulty behavior mode. For Cf and Cp, all
functions that are not in a nominal state are considered. For Cr,
all components that are in a non-human-induced behavior mode
are considered because human-induced modes do not constitute
damage, since they can be changed back to nominal by the operators. Depending on if the components are repaired in parallel or
series, tr will be equal to the recovery time of the behavior mode
with the longest recovery time or the sum of the recovery times
of all faulty behavior modes in the scenario.





C f ,i +
C p,i × tr +
Cr,b
(3)
Cs =

approaches (e.g., those in Ref. [18]) will need to be used.
Once the probabilities of each action in the ASG is assigned, the
probability of the resulting human-induced behavior can be calculated using Eq. (10). Multiple action classiﬁcation combinations
can result in the same human-induced behaviors. Hence, a union
of all these action classiﬁcation combination probabilities is taken
to calculate the actual probability of a human-induced behavior
Ph. For instance, if a human-induced behavior has two action classiﬁcation combinations and their probabilities calculated using Eq.
(10) is equal to Ph′1 and Ph′2 , the actual probability of the
human-induced behavior is calculated using Eq. (11). Since the
human-induced faults are not considered in the failure rate calculations, the probability of nominal component behavior (Pn) incorporates the human-induced behaviors. Hence, When a human-induced
behavior is present in a component, the probability of the current
behavior Pc is calculated using Eq. (12).


Ph ′ =
Phf ,i ·
Phn,j
(10)
i

Ph = Ph′1 + Ph′2 − Ph′1 · Ph′2

(11)

Pc = Ph · Pn

(12)

3.2.3 Calculating the Probability of an Event and a Scenario.
The next step is to calculate the probability of an event Pe using
Eq. (13), where i is all components. Then, for every time-step j,
where the event is not equal to the event in the previous time-step,
the probability of a scenario is calculated using Eq. (14). When an
event is allowed to propagate, no new events are introduced in the
following time-step. Hence, such time-steps are omitted in the probability of scenario calculation. Note that since the simulation is
time-based, each time-step represents a discrete change in system
state, and the simulation runs until a critical function has failed or
a maximum number of time-steps are reached, the total number
of time-steps need to be chosen to minimize event repetition.
More details on how to choose the total number of time-steps can
be found in Ref. [18]. If not the simulation may become computationally expensive. In summary, the simulation takes inputs for
costs, failure rates, system life cycle time, human generic tasks,
EPCs, and EPC proportion effect factors in addition to the
HEFFR automated scenario generation inputs. After the simulation,
the cost of a scenario, expected cost of failure of the system, probability of a scenario occurring, and probabilities of action classiﬁcation combinations are recorded along with the outputs from the
HEFFR automated scenario generation simulation.

Pc,i
(13)
Pe =
i

i

Phn = 1 − Phf

(9)

When a human does not attempt to perform an action, identifying
if that action is in a nominal or faulty state depends on the context of
the overall system. For instance, if operators detect some signal that
requires them to reach a valve, grasp it, and turn it off, and they do
not attempt to do so, these actions will be classiﬁed as faulty.
However, if there was no signal and they are not expected to turn
off the valve, and they make no attempt, the actions will be classiﬁed as nominal. Hence, we consider the human-induced behavior in
the previous time-step and the current time-step to determine if a
human action is in a nominal or faulty classiﬁcation when no
attempt to perform an action is made. A human action can have multiple nominal and faulty classiﬁcations. However, the calculations
only identify the probability of a nominal or faulty action classiﬁcation: they do not go into detail to calculate the probabilities of speciﬁc classiﬁcations, since there is no direct method to calculate such
probabilities like there is for component behavior modes. Hence, to
identify the inﬂuence of speciﬁc action classiﬁcations, data mining
Journal of Mechanical Design

j

Ps =



Pe,j

(14)

j

3.3 Understanding the Results. The execution of the simulation yields a list of fault scenarios that result in the critical function
failing and their probabilities, costs, and expected costs. We have
not added any data synthesis as part of this work. Instead, we
provide as much data as possible, so designers can extract information tailored to the requirements and challenges of the system they
are designing. The goal of this approach is to not give exact probabilities for action/task or component failures, but to provide estimates that are reliable enough to study the relative impact of
faults during conceptualization. Providing detailed probabilistic
models for failures requires very speciﬁc information relating to
the system. To comprehensively quantify human error probabilities,
details on actual tasks, the environment where the task is performed,
and the operator need to be considered. Since this information is not
readily available early in design, estimating the corresponding probabilities in early design stages is difﬁcult and subject to uncertainty.
OCTOBER 2021, Vol. 143 / 101703-5
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3.2.2 Calculating the Probability of Human-Induced Behavior
Modes. We use a combination of SPAR-H [27] and HEART [20]
methodologies to calculate the probabilities of human-induced
behaviors. In HEEFR, ASGs are used to track the human actions
that need to be performed to interact with a component. Since the
tasks in HEART are at a higher level (e.g., reduce speed) than
actions (e.g., grasp object) in ASGs, a direct comparison between
the generic tasks in HEART and actions in ASGs may be confusing.
Hence, we propose the partial use of SPAR-H to assign human
actions to generic tasks. As in SPAR-H, we propose that designers
designate each human action in an ASG as “action,” “diagnosis,” or
“mixed” if they are physical, cognitive, or both, respectively. For
instance, the action “Reach” will be designated “action” since it
is physical, whereas action “Detect” will be designated “diagnosis”
for being cognitive. The authors of SPAR-H have provided the
HEART generic tasks that are comparable with these designations,
where generic tasks D and F are comparable with designation
“action” and generic tasks A-H, and M are comparable with designations “diagnosis” and “mixed.” Designers can use these comparisons to assign generic tasks to human actions in the ASGs (Generic
task descriptions can be found in Ref. [20]). When assigning
generic tasks to human actions each action should be assigned
one generic task.
The next step is to assign Error Producing Conditions (EPC) for
each ASG in the system representation. In total, there are 38 EPCs
that can be assigned. A list of the HEART generic tasks and the
EPCs used in this research is provided in Appendix A. Note that
the EPCs are evaluated for whole ASGs and not for individual
actions, because the EPCs in HEART are more relevant at the
task level and not at speciﬁc action levels. In practice, HEART
assessment requires the assignment of generic tasks at the task
level also, but doing so will not enable one to identify the actions
that contribute to a task failure. Hence, we have proposed the application of generic tasks to speciﬁc actions in the ASGs to calculate
the probability of individual actions failing. Some of the generic
actions already incorporate EPCs. The authors of HEART recommend omitting EPCs that are already incorporated in generic
tasks to avoid overestimation. The proportion of effects of an
EPC must be evaluated for each action in the ASG because the
effect of these factors on each action may vary depending on the
action performed. In summary, the probability of an action in
the ASG failing can be calculated using Eq. (8), where Phf is the
probability of a human action failing, Pg is the generic task probability from HEART, EPC is the error producing condition factor,
and x (between 0 and 1) is the proportion of effect of EPC. Then,
the probability of a nominal human action (Phn) can be calculated
using Eq. (9).

((EPCi − 1) × xi + 1)
(8)
Phf = Pg ×

Thus, we focus on providing designers with an appropriate level of
model ﬁdelity to identify and prioritize risks early, without making
the analysis too detailed.

4 Case Study
We have chosen a liquid tank design problem to demonstrate
the capabilities of the proposed work. Various forms of this
problem have appeared in previous studies [16,18,22,46,47]. The
problem is to design a liquid cooling tank that can maintain its
coolant level between a minimum and maximum threshold. The
cooling tank is expected to maintain the temperature of a certain
industrial machine that can explode if overheated (i.e., if the
coolant level becomes too low). If the coolant level is above a
certain level, the machine will cool down too much, resulting in
severe damage. The coolant is a hazardous chemical which can
cause health issues to human if exposed in large quantities. A
human operator is expected to monitor the liquid level of the tank
and shut off the incoming liquid if the water level is too high,
and shut off the outgoing liquid if the water level is too low. This
set-up is a simpliﬁed archetype of nuclear reactors and industrial
plant operation, where maintaining optimal temperature is critical
for both performance and safety. Aircraft pilots and submarine
operators also face similar situations where they monitor displays
and act based on the given information [48,49].
The system representation of this problem, including the functional model, conﬁguration ﬂow graph, and ASGs, is provided in
Fig. 2. The system has eight functions and ﬁve components, two
of which interact with the human. The operator will interact with
the valves to shut off the ﬂow of liquid. The functions, corresponding components, and their behavior modes are shown in Table 3.
The human-induced behaviors are shown in bold in Table 3, and
Table 4 shows the human actions and their classiﬁcations. We use
the function “Store Liquid” as the critical function because of its

importance in maintaining the temperature of the equipment and
its failure can impact safety. The number of time-steps a failure is
allowed to propagate was set to two because the simulation is set
up, so any failure event takes no more than two time-steps to
cause the critical function to fail given no more events are introduced. The maximum number of time-steps was set to four to
avoid scenario repetition.
The human actions were designated as “Action,” “Diagnosis,” or
“Mixed.” Then, the generic tasks were chosen based on nature of
the actions and their ability to match with generic task descriptions.
For example, the action “Grasp” was assigned generic task D
because it is a simple task requiring minimal attention. Six EPCs
were identiﬁed for each ASG based on the system model and the
expected human-system interactions. The EPCs related to the operator (e.g., operator experience) were not considered since no such
information is available in the design problem. We assigned the proportion of effects of each EPC for each action based on the action
performed, the component the action will be performed on, how
the action will be performed, and the conditions surrounding performing the action. For instance, for the EPC “No clear direct and
time conﬁrmation of an intended action from the portion of the
system over which control is to be exerted,” the action “Detect”
was assigned a proportion of effect 0.1 for both inlet and outlet
valves because the system model did not include any means of conﬁrmation for the detection of signal. However, if the operator fails to
detect the signal, the effects on the system will only be seen if they
acted upon it (through action “Turn,” a different action), making the
proportion of effect of the EPC for the action “Detect” low.
We selected the failure modes of components from NPRD-95
[50], assuming the Ground Fixed operating environment when
rates were available. If they were not, failure rates from other
ground environments were chosen depending on their applicability
for this case study. The total life cycle time was chosen as two years,
given that the system will be in constant operation. The failure

Table 3 Functions, corresponding generic components, and their behavior modes [18]
Functions

Generic components

Behavior modes

Import Liquid
Guide Liquid
Export Liquid

Valve

Nominal On, Nominal Off, Failed Open, Failed Close, Stuck Open, Stuck Close

Transfer Liquid

Pipe

Leak, Ruptured, Nominal

Store Liquid
Supply Liquid

Tank

Nominal, Leak

Note: The human-induced behaviors are shown in bold.
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Fig. 2 The system representation of the hold up tank [16]

Table 4 Action classiﬁcations of actions in action sequence graph [18]
Actions
Look
Detect
Reach
Grasp
Turn

Classiﬁcations
Visible
Detected – Nominal
Reached – Nominal
Grasped
Turn to Close

Not Visible
Not Detected – Nominal
Reached – Failed
Cannot Grasp
Turn to Open

5 Results
In this section, we discuss the results of the HEFFR simulation
for the coolant tank case study in detail. The simulation begins by
taking the critical function (“Store Liquid” failing), initial component behavior modes (nominal for all components), initial liquid
ﬂowrate (nominal), initial tank coolant level (nominal), the
maximum number of time-steps (4), and the number of time-steps
a failure event is allowed to propagate (2) as inputs. Next, the
inputs for likelihood of occurrence and expected cost calculations
are read (the input values are listed in Appendix B). In total,
around one million scenarios that could cause critical function
failure were generated. The total expected cost of the system was
found to be around one million dollars. The highest failure cost
was around 52 million dollars, and the maximum likelihood of
occurrence was around 3.5 × 10−3. The lowest-likelihood scenario
had a probability of around 2.8 × 10−24, and the minimum scenario
cost was around 13 million dollars. A majority of the scenarios
modeled had low probabilities and thus low expected costs. One
reason for the low probabilities is the independence assumption
used in the probability model, where the probability of every independent behavior or event is multiplied with the others. Another
reason for this is because adverse events are rare by deﬁnition. As
a result, it may be expedient to put the scenarios in groups so that
the high-cost scenarios are given priority.
Figure 3 shows a set of priority groups for the scenarios by setting
a cut-off for the expected cost of scenarios. As shown, the cumulative expected cost of the scenarios in the green is below 1000
Journal of Mechanical Design

Not Detected – Failed
No Action
No Action

Fig. 3 Cost groups of fault scenarios

dollars. As a result, the designer may choose to ignore them. The
cumulative expected cost of all scenarios in yellow is less than
10,000 dollars and thus may be worth considering as a group.
The high-impact scenarios are labeled in orange and red, with the
highest impact scenarios in red. Based on these cut-offs, these scenarios should be given individual attention to mitigate hazards
effectively. For instance, one of these worst-case scenarios caused
the critical function to fail in three time-steps. In the ﬁrst time-step,
the tank is in a faulty behavior mode (“Leak”). In the next time-step,
no further failures are present (failure from the last time-step is
allowed to propagate). Finally, the outlet valve goes into a
human-induced faulty behavior (“Failed Open”) while the tank is
still leaking. The beneﬁt of this cost model is it identiﬁes high-cost,
high-probability scenarios like this and gives them priority over less
likely, less costly scenarios.
The impacts of each fault mode can be assessed by calculating the
respective cumulative expected cost of scenarios for each (Fig. 4).
The behavior modes “Leak” for the tank and “Ruptured” for the
inlet pipe have the highest expected cost among the
non-human-induced faulty behaviors. Designers may mitigate
these risks by selecting components with lower failure rates,
adding redundancies, including advanced failure detection mechanisms, performing tests to understand the failure mechanisms, and
minimizing the chemical exposure when a failure occurs. As
shown, the human-induced faulty behaviors for inlet and outlet
valves (“Failed Open” and “Failed Close”) have a high expected
cost. Hence, further assessment is needed to understand the speciﬁc
human action combinations that contribute to the faulty
human-induced behaviors. Figure 5 shows the maximum reduction
of probability by eliminating action classiﬁcation combinations. For
example, for the inlet valve, the probability for faulty behaviors can
be reduced by 80%, if the top 45 of the total 112 action classiﬁcation
combinations are eliminated. While one cannot eliminate action
classiﬁcation combinations, this plot shows that the human failure
probability can be reduced signiﬁcantly by focusing on a small
subset of combinations. The human action failure probabilities of
OCTOBER 2021, Vol. 143 / 101703-7
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mode distributions of the components were selected from FMD-97
[51]. The repair costs of the components were estimated based on
the cost of part replacement and diagnosis. The recovery times
included the time to repair components and time to clean up any
resulting spills. The performance costs of each function considered
the impact of the function being degraded or lost on overall system
performance. The immediate costs of each function were estimated
considering the chemical exposure, safety, and necessary cleanup if
there was a coolant spill. Assigned values relating to human actions,
components, and costs are available in Appendix B.
In this case study, we demonstrate the use of expected cost
modeling to quantify risk in an HEFFR simulation. We then
explore the results to see if the proposed method is capable of
giving insight to designers about potential worst-case fault scenarios that cause the critical function to fail by answering the following
questions. Can we prioritize fault scenarios in terms of severity and
likelihood? Are there any fault scenarios that can be discarded?
What are the worst-case component behavior modes? What is the
contribution of speciﬁc human actions to failures? In summary,
we try to understand if the proposed risk metrics calculations can
help designers quantify the risk of component failures and human
errors acting in combination and identify and prioritize worst-case
fault scenarios to inform risk mitigation. Note that we do not go
into detail on how to perform a HEFFR analysis or automatically
generate fault scenarios in this paper because they have been
documented in previous work [16–18]. Instead, we have focused
on the new elements introduced in this paper: calculation of the
likelihood of occurrence of a scenario and the expected cost of
failures.

Detected – Failed
Cannot Reach
No Action
Cannot Turn

Fig. 5 Maximum probability reduction from human action combination elimination

these combinations can be reduced by changing the system design
and operational setting.
Figure 6 shows the number of times faulty action classiﬁcations
are present among the scenarios that can reduce the likelihood of
behavior modes “Failed Open” and “Failed Close” of both valves
by 80% each. As shown, faulty action classiﬁcations were only
present for actions “Detect,” “Reach,” and “Turn.” Also, not all
faulty action classiﬁcations of these actions were present (e.g.,
Cannot Reach for action “Reach”). Cognitive errors (detection
related and when actions are not attempted) were more prevalent
when compared with non-cognitive errors (Cannot Turn). One
way to reduce the likelihood of the faulty action classiﬁcations
occurring is to reduce the effect of EPCs through the design of
the system. For instance, designers may include action feedback
mechanisms to eliminate EPC-14. For cognitive errors, the designers may suggest training or operating procedures to improve operator situation awareness as a means of mitigating them. They may
also follow Human Factors Engineering guidelines to improve the
design to support error mitigation. For the non-cognitive human
error, they may use Digital Human Modeling to visualize the interaction and perform further ergonomic assessments.
One of the major limitations of using an expected cost model to
prioritize fault scenarios is that the input information (rates and
costs) may be low-ﬁdelity. In this situation, it is important to understand how changes in the model inputs variables affect the expected
cost of scenarios and thus the results of the analysis. To consider
this uncertainty, we performed a Sobol [52] sensitivity analysis
with 10,000 samples (using Saltelli [53] sampling 560,000 model
inputs in total) for the hold-up tank study. Performance cost,
repair cost, repair time, immediate cost, the proportion of effects
for error producing conditions, and failure rates related variables
(54 in total) were considered to have uncertainty. When assigning
uncertainty ranges, ±20% of the original values were used to
101703-8 / Vol. 143, OCTOBER 2021

assign minimums and maximums for all variables except for the
proportion of effects for error producing conditions related variables. For the proportion of effects for error producing conditions
related variables ±0.2 of the original values were used to represent
the uncertainty better. Since variables considered in the expected
cost calculation vary scenario-to-scenario, we randomly chose
100 scenarios to perform the sensitivity assessments. The average
ﬁrst-order and total sensitivity indexes were calculated to understand the sensitivity of the model for each of the input variables
with uncertainty. The ﬁrst-order sensitivity index indicates the
effect of individual input variables, whereas the total sensitivity
index indicates the effect of individual variables and the effect of
all interactions.
The ﬁrst-order and total sensitivity indexes for failure rates and
the proportion of effects of EPC factors were the highest (ﬁrst
order: 54.9% and 40.8%; total: 50.8% and 38.5%), followed by
repair time-related variables (ﬁrst order: 3.7%, total: 4.2%). The
ﬁrst order and total sensitivity indexes for the other variable
groups were negligible. Among the failure rates, the failure rate
of the pipe had the highest ﬁrst order and total sensitivity indexes
(66% and 61%). Among the proportion of effects of EPC factor
variables, variables relating to the action “Turn” for inlet and
outlet valves had the highest ﬁrst-order and total sensitivity
indexes. Because of the high uncertainty in these variables, designers may focus on designing the system to both improve the EPC
factors and lower the sensitivity in the cost model (thus making
the cost assessment more accurate and reducing project risk). As
shown, sensitivity analysis helps pinpoint variables that require
attention when considering uncertainties. When used in design,
the HEFFR analysis and corresponding sensitivity analysis can be
repeated iteratively as the design changes to ensure risk-related
design goals are fulﬁlled.

6 Discussion
The example presented above shows how using a probability and
cost model in the HEFFR framework can extend its capabilities to
quantify the severity of component failures and human errors
acting alone and in combination, compare fault scenarios, and identify the worst-case scenarios in terms of overall impact. The results
show that the generated data can be assessed further to examine the
impact of faulty behavior modes, identify action combinations with
the greatest potential for improvement, and pinpoint human actions
that need further reﬁnement. In the case of the coolant tank design
problem, we were able to identify the high-cost high probability
failures requiring individual attention, low-cost high probability
failures, and scenarios too rare to require further assessment.
The faulty behavior modes relating to the inlet pipe and tank had
a higher expected cost among non-human-induced faulty behaviors.
The expected costs of human-induced faulty behaviors were also
Transactions of the ASME
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Fig. 6 The number of faulty action states
Fig. 4 Expected cost of behavior modes
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alternatives; for this, the expected cost of each can be used to
trade design risk with other performance attributes (e.g., efﬁciency).
For example, if one wishes to consider automating a process,
system designs with and without human-component interactions
can be assessed on the basis of expected cost. Similarly, if
concept reﬁnement and component selection are desired, the component behavior mode costs and probability can be assessed to identify points of potential improvement.
On the human front, designers might want to identify safe operating procedures, training requirements, or safety protocols, which
all can be identiﬁed by analyzing the human actions and
human-induced behaviors of components. Given the amount of
data present, the potential ways to analyze the data are not limited
to what is listed here—the data can be synthesized to address
design problems as designers see ﬁt. All the beneﬁts listed above,
especially the data assessment requirements, encourage designers
to think more deeply about the system under development early
in the design process, which can result in well-thought-out
designs. As a result, the potential for identifying vulnerabilities
relating to human interactions and components later in the design
stages or even after the system is in use is minimized.
One limitation of the model used in this work is that it assumes
independence in the probability calculations, which may be an
underestimate. The fact that a majority of scenarios as shown in
Fig. 3 were given very low probabilities was a result of the underlying probability model form, which is subject to mathematical model
uncertainty [58]. Thus, while using expected cost is shown here to
help identify the highest-priority scenarios, valuing the set of scenarios remains a challenge because of the effect of epistemic model and
parameter uncertainties [54]. However, in the early design stages,
establishing dependencies to any reasonable accuracy is difﬁcult,
especially for human interactions. Hence, we recommend the use
of the proposed metrics only to compare between scenarios and alternative designs rather than using them to quantify exact likelihood
and cost. It should be noted that many of the later design stage probabilistic risk and safety assessment methods such as ETA, FTA,
THERP, and SPAR-H incorporate dependencies in the probability
calculations. Hence, the application of these methods later on in
the design will allow engineers to understand the likelihood and
cost of failure more accurately. Nevertheless, identifying the ideal
underlying cost function and probability model to use in early
design remains a challenge, and the use of different probability
model assumptions should be explored in future work to determine
the sensitivity of the value of these scenarios to model assumptions
and identify the most appropriate model forms.
Also, the user-deﬁned proportion of effects of EPCs can be subjective. Previous work has attempted to remove the subjectivity
surrounding this variable by replacing it with fuzzy linguistic
expressions [59]. A similar approach can be taken if no subjectivity
is desired. In summary, with the introduction of the risk metrics,
designers can use the HEFFR framework to identify worst-case
fault scenarios, perform trade-off studies, establish operating procedures and training, identify points of potential human product
interaction, and many more early in design. However, the probabilities calculated may be subjective or be an underestimate due to
assumptions made. As a result, we advise using this framework
to complement, not replace, traditional probabilistic risk assessment methods.

7 Conclusions and Future Work
This paper integrates probability and cost modeling with the
HEFFR framework to quantify the risks of human and component
failures. With these metrics, designers can use the HEFFR framework to identify worst-case fault scenarios, prioritize fault scenarios, quantify the impact of human errors and component failure,
and pinpoint areas (both component and human interaction
related) where improvements can yield the greatest risk mitigation.
Additionally, the framework can be used for risk-based trade-off
OCTOBER 2021, Vol. 143 / 101703-9
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high. We also found that the likelihood of human-induced faulty
behavior modes can be reduced signiﬁcantly by only assessing a
fraction of the action classiﬁcation combinations. Among the
action classiﬁcation combinations with the highest potential for
faulty behavior likelihood reduction, cognitive errors relating to
actions “Detect,” “Reach,” and “Turn” were prevalent, though a
few combinations also included non-cognitive errors relating to
the action “Turn.”
The approach presented in this paper is limited by the uncertainties
present in the expected cost and likelihood calculations, including
those in parameter estimates and modeled behaviors [54,55]. This
is an important limitation, because while some decisions may not
need completely accurate inputs [56], design failures are theorized
to result from designer biases [57]. A sensitivity analysis allows
designers to account for some of these uncertainties (specially,
uncertainty relating to parameter input variables) by pin-pointing
variables that can have the highest effect on the system when uncertainties are present. This enables designers to account for these
uncertainties and make better-informed decisions. The sensitivity
analysis performed here showed that variables that are directly inﬂuenced by design decisions (failure rates of components and
EPC-related variables) had a high impact on the expected cost
when compared to cost-related variables, showing the importance
of the designers’ role when it comes to risk mitigation. The fact
that both human error- and component failure-related variables
having high total sensitivity indexes (or the effect of individual variables and the effect of all interactions) shows the importance of
assessing both human errors and component failure in combination
rather than in isolation. The results also show that performing a sensitivity analysis will allow designers to pinpoint speciﬁc variables or
areas of design that need to be focused on to improve overall risk
effectively.
The above results show how the introduction of the likelihood of
scenarios and expected cost to the HEFFR framework can aid
designers to evaluate fault scenarios and take risk mitigation
action. Without these metrics, there is no way to distinguish
between fault scenarios in the output of the HEFFR framework,
which creates the necessity to consider all scenarios equally.
Since these simulations produce millions of potential fault scenarios
that cause critical function failure, considering all fault scenarios to
be equal is not feasible. Using these metrics in the HEFFR framework, fault scenarios can be prioritized based on their severity,
enabling designers to prioritize the most important scenarios
when designing mitigating features. In summary, this approach
helps designers understand the impacts of component failure and
human errors acting alone or in tandem in the early design phase
to make risk-informed decisions. This is important because in traditional risk assessment methods, such vulnerabilities come to light
later–when design changes are costly and time-consuming–
forcing designers to ﬁnd workarounds and retroﬁt changes (to
meet deadlines and cost targets) rather than proactively guarding
against such vulnerabilities by design. The early design application
of the proposed approach reduces the chances of making such costly
and time-consuming design changes.
When failure occurs, often, the impact on the operators and the
surroundings is much higher compared to the impact of lost performance. Hence, it is important to understand how failures affect the
environment and the human to be able to minimize risk appropriately. The proposed approach includes the immediate costs in the
cost calculation model, enabling the quantiﬁcation of the detrimental effects of failures on the environment and the safety of the
human. With the proposed approach, we try to generate as much
data as possible. With the advances in the ﬁeld of data science,
we believe that designers should be able to leverage as much data
as possible to extract the information they need to solve a design
problem. For example, the case study presented in this research
tries to identify worst-case fault scenarios and impacts of faulty
behavior modes and human actions. The data analysis presented
in the results section was tailored to address these questions.
Others may want to use this framework to compare design
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Appendix A: Descriptions of HEART Generic Tasks and Error Producing Conditions Used in This Research
Table 5 Description of heart generic task types used in this research [20]
Generic task
type
(D)
(E)
(F)
(M)

Proposed nominal human
unreliability

Description
Fairly simple task performed rapidly or given scant attention
Routine, highly practised, rapid task involving relatively low
level of skill
Restore or shift a system to original or new state following
procedures, with some checking
Miscellaneous task for which no description can be found

0.09
0.02
0.003
0.03

Table 6 Descriptions and maximum effect factors for heart error producing conditions used in
this research [20]
EPC #
2
10
13
14
17
34

Error producing conditions

Maximum effect factor

A shortage of time available for error detection and corrections
The need to transfer speciﬁc knowledge from task to task without loss
Poor, ambiguous or ill-matched system feedback
No clear direct and timely conﬁrmation of an intended action from the
portion of the system over which control is to be exerted
Little or no independent checking or testing of output
Prolonged inactivity or highly repetitious cycling of low mental
workload tasks

11
5.5
4
4
3
1.1 (for 1st half-hour)/1.0 (for
each hour thereafter)

Appendix B: Simulation Inputs
Table 7 Component failure rates, distributions, repair cost, and recovery times

Component

Failure
modes

Failure rate
(NPRD-95) [50]
per million hours

Distributions
(FMD-97) [51]

Repair
cost ($)

Repair
time (h)

Summary data from storage tank was used due to its
similarities with the coolant tank case study

20,000

24

Notes

Tank

Leak

1.616

100%

Valve

StuckOpen
StuckClose

3.0764

47.44%
52.56%

A hydraulic valve was chosen. The failure mode leak was
omitted because it is modeled in the pipe and modeling it
here will be redundant

10,000
10,000

6
6

Pipe

Leak
Ruptured

0.4734

7.42%
92.58%

Summary data of the component Piping was chosen for
the pipe failure rate. The Failure Mode Broken is
Considered as ruptured

10,000
15,000

6
12
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studies, to establish operating procedures and training, and to come
up with safety protocols.
One limitation in the presented approach is that it does not consider the uncertainties when calculating expected cost and likelihood. While performing a sensitivity analysis (as presented here)
can help designers to account for some of the uncertainties, it
does not give designers a full picture of the effects of the uncertainties present within the model. Future work should study how to
understand the effect of uncertainties on the model to enable designers to best account for it in hazard modeling and risk-based
decision-making. Additionally, there is no conﬁrmation that the
modeled scenarios identiﬁed in this study match the modeled scenarios for a real system. We intend to address these issues by validating the results against traditional risk assessment methods.
Furthermore, this study mainly focused on demonstrating the proposed model. The performance of the proposed calculation
models surrounding its various applications (trade studies, component exploration, etc.) is yet to be demonstrated. Future work will
focus on incorporating uncertainty in the risk models, validating
the methodology, and exploring its applications.

Table 8 Human actions, designations, and related generic tasks
Actions

Designation

Generic task

Look
Detect
Reach
Grasp
Turn

Both
Diagnosis
Action
Action
Action

E – 0.02
M – 0.03
D – 0.09
D – 0.09
F – 0.003

Table 9 Costs of function failures
Performance cost

Import liquid
Guide liquid
Transfer liquid
Store liquid
Supply liquid
Transfer liquid
Guide liquid
Export liquid

Degraded

Lost

Immediate cost
Lost

35,000
60,000
80,000
100,000
40,000
25,000
75,000
30,000

175,000
300,000
400,000
500,000
200,000
125,000
375,000
150,000

0
0
200,0000
500,0000
0
3,000,000
0
0

Table 10 Human error producing conditions and their proportion of effects for each action
EPC proportion of effects
Error producing conditions
(EPC)

Look

Detect

Reach

Grasp

Turn

Inlet valve

Outlet valve

Inlet

Outlet

Inlet

Outlet

Inlet

Outlet

Inlet

Outlet

Inlet

Outlet

EPC2-11
EPC10-5.5
EPC13-4
EPC14-4
EPC17-3
EPC34-1.1

EPC2-11
EPC10-5.5
EPC13-4
EPC14-4
EPC17-3
EPC34-1.1

0
0
0.1
0.6
0
0.9

0
0
0.2
0.3
0
0.9

0.1
0.2
0
0.1
0
0.6

0.2
0.2
0
0.1
0
0.6

0.1
0
0.1
0
0
0

0.1
0
0.1
0
0
0

0
0
0
0
0
0

0
0
0
0
0
0

0.4
0.2
0
0
0.6
0

0.6
0.2
0
0
0.4
0
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